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Identity Verification vs. Privacy

Any identification procedure must be proportionale to its intent
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"May | see some photo ID?"



1.a. Legal Equilibrium

Basic Legal Trends
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1.b. Process Planning

Project start
with design approval
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1.b. Process Planning

Steps/Milestones that must not miss

* Fix the project start date
* Allow time for internal discussions and decision:

* Allow reasonable time for implementation: -
too much time pressure leads to “quick and dirty” implementation,
lacking customization, too little training, no time for proof of concept,....

* Fix the project end-date
* Allow for ‘baby-sitting’ time
* Communicate
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1.c. Identity Management first




1.c. Identity Management first

Progress in achieving universal birth registration

Root Of Pro b | ems varies across regions

Percentage of under five year olds who are registered

CEE/CIS and Baltic States

Today 140.000 babies will be borne and
never be registered.

Latin America and Caribbean

Middle East and Narth Africa

Eastisia and Facific

Reasons:

‘Western and Central Africa

South Asia

* Expensive

Eastern and Southarn Africa
=1

* Faraway
* Not regarded as necessary

Sub-Saharan Africa
e

e lllegal figiguii
ega Ceveloping countries

Least deweloped countries

50
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Source: Demographic and Health Surveys (DHS), Multiple Indicator Cluster Surveys (MICS) and other national surveys,
2000-2008. Data refer fo the most recent year available during the referenced period.
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1.c. Evidence of Identity

* EOI is growing internationally as a focus
area

* Some States already developed national
standards and frameworks

» Stress the importance of breeder
documents — they are the weakest link

* Breeder documents do not have the same
protection level and are typically easy to
counterfeit
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1.c.

Evidence of Identity

Travel Documents Breeder Documents
Doc 9303 * No international foundations
International treaty * No system, no guidance, no
Globally interoperable interoperability
Well organised * No guardian features or system of

Existing system and guidance security with lifelong life time

Security features * No standards

Based on machine readability
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Body = Identity ?

* |dentity increasingly based on the “pure”
biological existence.

* Isthe body “natural”?

* Body is a construction, it is culturally shaped
and socially ordered. The very existence
of an entity called “body” is culturally bound

* Exposure and decoration of body is culturally
heavily influenced
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Tracing Identities
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1.c. Evidence of Identity

Objective A-To
determine if the
identity exists (i.e. is
not fictitious)

Objective B - To
determine that the
identity is a living
identity

\

Objective C-To
determine that the
presenting person
links to the identity

>

~

Objective D-To
provide confidence
that a unique identity
only has one
claimant.

=

Obijective E - To
provide confidence of
the presenter’s use of

the identity in the
community




1.c. Evidence of ldentity

* What does the person KNOW about the
identity (details of personal data)

* Who IS the person (biometrics)

* What does he HAVE to support the identity
(documents)
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1.c. Evidence of Identity

Identity Establishment to Identity Management

ID in use:
Address
Personal data
Civil status
Education
Biometric data
Existing
Documents
Criminal records
Relationships

EOl compliant
application
processing




1.c. Evidence of Identity

e Central Population Register as the source for ID documents
— for all person-related data

— as web-based solution,
accessible with browser technology

— Internet access via closed government-network
or secured and encrypted public internet

— One-stop-shop at local authorities for applicants
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2.a. ICAO TRIP
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2.a. ICAO

C h | C a g O C O nve ntl O n 1 9 4 4 The Convention is supported by nineteen annexes containing standards and recommen

« Annex 1 - Personnel Licensing
Licensing of flight crews, air traffic controllers & aircraft maintenance personnel. Incl
* All UN-States except Liechtenstein, Tuvalu,
D om | n |c a « Annex 3 — Meteorological Service for International Air Navigation
Vol | - Core SARPs
Vol Il - Appendices and Attachments

« Annex 2 - Rules of the Air

« Annex 4 — Aeronautical Charts
« Annex 5 - Units of Measurement to be used in Air and Ground Operations
« Annex 6 — Operation of Aircraft

Part | - International Commercial Air Transport — Aeroplanes

Part Il - International General Aviation — Aeroplanes

Part Ill - International Operations — Helicopters

« Annex 7 — Aircraft Nationality and Registration Marks
of Aircraft

« Annex 9 - Facilitation

elecommunications

Vol | — Radio Navigation Aids
Vol Il - Communication Procedures including those with PANS status
Vol lll - Communication Systems

Part | - Digital Data Communication Systems

Part Il - Voice Communication Systems




2 a. ICAO

What is Facilitation ?




2.a. ICAO

Annex 9 Content

Ch
Ch
Ch

Ch.
Ch.
Ch.,
Ch.
Ch.

. 1. Definitions and General Principles

. 2. Entry and departure of aircraft

. 3. Entry and departure of persons and their baggage
4.Entry and departure of cargo and other articles

5. Inadmissible persons and deportees

6. International airports — facilities and services for traffic
7. Landing elsewhere than at international airports

8. Other facilitation provisions

Appendix 1-13
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2.a. ICAO & ISO

ICAO — ISO Collaboration
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2.a. ICAO TRIP

ICAO TRIP Strategy Evlmsncs
of loEwry,

Five dimensions

IDENTIFICATION

MANAGEMENT
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2.a. ICAO TRIP

Example of SARPS supporting TRIP

Standards (ex. MRTD) - Shall

« All passports issued to be Machine Readable Passports (MRPs)
according to Doc 9303 (3.10)

« All passports in circulations after 24/11/ 2015 to be MRPs (3.10.1)

*« One Person, One Passport (3.19)

Recommended Practices (SARPs) - Should

4 Incorporation of biometric data and issuance of ePassport (3.9)
 Introduction of API systems (3.47)

Differences to Standards

« Obligation from States to report to ICAO that they cannot implement a

28
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2.b. Doc 9303
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2.b. Doc 9303
New Structure of Doc 9303




2.b. Doc 9303

http://www.icao.int/publications/pages/publication.aspx?docnum=9303

Part 1: Introduction JE_N\ \F_R\ \\S_P\ \R_U‘ ‘A_R\ \Z_H‘

Part 2: Specifications for the Security of the Design, Manufacture and (EN) \F}Q\ ‘l’sp“ \Rh\ ( Aié"] \ZLI\

Issuance of MRTDs R A g

Part 3: Specifications Common to all MRTDs (Amendment for New (EN) (FR) (SP) (RU) (AR) (ZH)

Part B in Page 28 and Part D in page 29) =R = O = =

Part 4: Specifications for Machine Readable Passports (MRPs) and (EN) (FR) (SP) (RU) (AR) (ZH)

‘€Gorrect'Reference is: -

Part 5: Specifications for TD1 Size Machine Readable Official Travel (EN) (FR) (sP) (RU) (AR) (zH)

Documents (MROTDs) D

Part 6: Specifications for TD2 Size Machine Readable Official Travel (EN) §FR) (sP) (RU) {AR) ()

1CAQ.Doc 9303 7th editi

P ANl O C L) Se -Ali\,’ dﬁo n

Part 8: reserved for future use f’é_[{j‘j: [;';‘:E] (sP) (RU) Z_H\

Part 9: Deployment of Biometric Identification and Electronic Storage (EN) (FR) (5P) \Riuw (AR) (zH)

of Data in eMRTDs ME T P S e

Part 10: Logical Data Structure (LDS) for Storage of Biometrics and (EN) (FR) (SP) (RU) (ZH)

Other Data in the Contactless Integrated Circuit (IC) o

Part 11: Security Mechanisms for MRTDs (EN) (FR) (SP) (RU) (zH)

Part 12: Public Key Infrastructure for MRTDs (EN) (FR) (SP) (RU) (ZH) "
e NGNS A S N




2.b. Doc 9303
Data Page Layout
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2.b. Doc 9303

Machine Readable Information in MRZ

country code
document primary & secondary
type

identifiers (names) filler characters

|y

passport
number

nationality

date of date of expiry
birth
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ICAO PKD
PKD — Authentication and Validation

via bilateral G via PKD
exchange \H F
A s (®—{pro—(®
country country
B D
C

This example shows B States requiring 56 bilateral exchanges (left) or 2 exchanges with the PKD (right) to be
up to date with certificates and revocation lists.

In case of 191 ICAD States 35,910 bilateral exchanges would be necessary while there are still 2 exchanges
necessary with the PKD.
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ICAO PKD

ePP Verification International

The PKD is

— adirectory of all countries public keys required to validate the electronic signature of the data
stored on the chip

Upload and download facilities ‘”':-'“m*"':""m.:;";'."m _ e
— DS certificates Fa ;
— CSCA Master Lists
— Certificate Revocation Lists

The PKD is not

— A certification authority

— An inspection system
— Replacing border control systems and policies
— Preventing illegal entry

Proper inspection remains the responsibility of the inspecting authority
36




ICAO PKD Members

55 Participants
ICAQ aPassport leuing Statss Participants ';':;. e e

Wiyt b o S New Participants:

——

* Romania
* Finland

* Benin

* Botswana
* Iceland

* Kuwait

* Oman

* Turkey
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Interoperable Applications for Traveller Identification

* INTERPOL Stolen and Lost Travel Documents (SLTD) Database

* Advanced Passenger Information (API)

* Passenger Name Record (PNR) INTERPOL

* ,Watch lists” Bilateral and multilateral exchanges (e. g. Al-Qaeda,
Taliban, etc.)

* Trusted traveller programmes

38



Biometrics

Standards are updated and enhanced regularly

* Biometric data interchange standards:
* |SO/IEC 19794-1 (biometric data interchange format)
* |ISO/IEC 19794-4 (finger image data)
* |ISO/IEC 19794-6 (face image data)
e Electronic standards
» |ISO/IEC 14443, contactless integrated circuit cards

39
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Design your OWN document

* Which are the biggest threats to my document?
-> bidder shall answer to these threats
* Do not list security features that might
e Limit the number of bidders (trademark, patents,...)
* Not match with each other
* Not match with the substrate
* |Increase the price overproportionally (not winning enough security)

41



Define the threats

A
B.
C.
D
E:
F.
.
H.
l.

Counterfeiting of an entire travel document

Substitution of the displayed portrait (photograph)

Alteration or deletion of information of the VIZ or MRZ

Construction of a fraudulent document, or parts thereof, using materials from
legitimate documents

Removal or substitution of entire pages or visas

Deletion of entries on visa pages

Theft of genuine blank documents

Impostors

Tampering with RF chip either physically or electronically

42



Ask for a minimum of 4 features fighting each of the threats

No Feature Mode of Integration Threats
1 UV dull paper Paper Manufacturer ACDEF
2 |Multi tone watermark Paper Manufacturer, dandy roller |JACDEF
3 Chemical sensitizers for all Paper Manufacturer ACDEE
pages
4 Approprice absorlbe.ncy and Paper Manufacturer ACDEF
surface characteristics
5 Fibres, y|5|ble, |nw5|ble, reactions| Paper Mawsacturer ACDEE
under different light sources
Two-colour Guilloche i . S
6 background Security design and offset printing [ABCDEF
7 |Rainbow printing Security design and offset printing [ABCDEF
; : OVI® in intaglio printing on end
B Opt.|cal S COOu ) paper and holographic laminate for|ABCDEG
devices
data page
9 O.ﬁset p‘?5¢'“ea”d e Security design and offset printing JABCDEF
micro printing
10 UV inks in different wavelengths |Security design and offset printing JABCDEF G
solvent and waterbased inks, IR : - o
11 opaque and transparent inks Security design and offset printing JABCDEF G
12 |Relief patterns Security design and offset printing JABCDEF
Page number integrated in . i -
13 security design Security design and offset printing |[AD E
14 |Artscreen® Security design and offset printing JACDEF
15 |Reqister marks Security design and offset printing |JADEF 43



ePassport: The trust imperative

* ePassport must be ICAO compliant

* ePassports are Machine Readable Passports (MRPs) with a chip.
Chip is an additional security feature === does not replace it

» ePassports are issued by entities that assert trust
— Evidence of Identity & reliable Civil Register

* Join and use PKD === Improper validation of ePassports leads to a
“false” sense of security

44
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8. Guidance Material

Where to find information

Qe

o

"

WWW.icao.int

English | Frangais | Espaiiol | Pycomid | %usd | iz | ICAO Store g

¥ |ICAO UNITING AVIATION

A UNITED NATIONS SPECIALIZED AGENCY

About ICAO Global Priorities Meetings and Events Information Resources Careers

Strategic Objectives

Aviation Safety

Air Nawvigation Capacity and Efficiency
Security and Facilitation

Economic Development
Environmental Protection

ICAO/EASA
RSO0 FORUM
SWAZILAND

GATfMrainairPlus

Symposium

Global Programmes

Technical Cooperation

Next Generation Aviation Professionals
Global Aviation Training

Sustainable
Air Transport UAS Toolkit
in Africa Meeting

Search.. e}

Subscribe

Key Initiatives
No Country Left Behind
Aviation Development and

ICAQ World Aviation Forum
Performance-based Navigation
Pandemic Response Coordination
Meet ICAO’s Women in Aviation

No Country
Left Behind CORSIA

USOAP interactive Globial MEM -



8. Guidance Material

Where to find information

‘anelsiGroups [ ]

el Publications

Request For Information

Events Documents

Resolutions, Doc 9303 contains the current ICAO specifications for machine-readable passports, visas and official travel
Declarations and

documents used for crossing international borders. Doc 9303, Seventh Edition, is now available for free
download in five of the working languages of ICAO with the Arabic language version to follow shortly. The full
document consists of twelve parts with Part 8 currently reserved for future use.

Statements

Guidance material:

ICAQ-UNHCR Guide for Issuing Machine Readable Convention Travel Documents for Refugees and
Stateless Persons — English -— French — Spanish —- Russian — Portuguese
ICAQ Guide Towards Better Practice in National Identification Management V.3

ICAQ Guide for Assessing Security of Handling and Issuance of Travel Documents
. English - Executive Overview, Part 1: Best Practices, Part 2: Assessment Guide,
Part 3: A Guide for Experts
- 1l Francais - Résumé, Partie 1: Pratiques exemplaires, Partie 2: Guide d'évaluation
. = Espaiiol - Resumen ejecutivo, Parte 1. Buenas préacticas, Parte 2: Guia para la evaluacion
ICAQ Guide for MRTD Photo Guidelines
ICAO Guide for Collection of Best Practices For Acquisition of MRTD Goods and Services
ICAO Guide for Circulating Specimen Travel Documents
ICAO Guide for Best Practice Guidelines for Optical Machine Authentication - Part |

ICAQ Guide for Emergency Travel Documents
ICAO Guide for Roadmap for Implementation of New Specifications
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5. Future of Identification and Verification

Documents as backup only
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My Identity App — MIA some features

Technology agnostic m f '
%

Online

| START
* And easy to use 0 0

Security

* security concept in the process / not in the HW

Data quality
* Solid data foundation
* All ID document data via one system

* Privacy
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MIA
Applications in Public Sector — only!
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What you can do with it

Login&Registration
Police checks

* Banks
* Insurances
* e-government ser.

Registering a Phone

Age Verification

Discussion-boards

Entrance to a venue

electronic participation

Electronic Signatures

54




MIA
How does it work?
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|dentity verification
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Outstanding experience in Security Documents
Claudia Schwendimann

Tel: +43 664 1722481, schwendimann@staatsdruckerei.at




