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Can A Printer Compromise 
Your Business?



What are the top printing security concerns?

1) Exposure of data in transit

2) Company’s ability to identify a security breach from 
printers

3) Exposure of documents left in the output tray

4) Unauthorized use of printer features

5) Remote employee’s use of home printers

6) Exposure of device network settings or ports

7) Threat of outside malicious access to network 
through printers

IDC, “User Perspectives on Print Security,” U.S. companies with more than 500 employees,  November 2016 
IDC#US40612016



Source: The Evolution of Cyber Attacks, 
FireEye

Landscape Changes: Cyber Attacks and Motives are 
Evolving
Exploit breakdown: No longer for “script kiddies”, or even organized crime
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Viruses

Spyware
Bots

Advanced
Persistent Threats

Zero-Day
Targeted Attacks
Dynamic Trojans

Stealth Bots

• Individuals used to hack for mischief 
and notoriety 

• THEN, for profit

o Identity theft

o Ransomware

• NOW, for destruction and damage

o State sponsored (Nation States)

o Activists

o Unlimited funding

o Targets (Any & All):

Any Verticals, Supply Chain

 SMB, Sub-Contractors,

 Line Level Individuals



The weakest link
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MORE
…

DATA
40ZB

By 2020

CLIENTS
25B “Connected 

Things”
By 2020

SECURITY 
THREATS

+48% Annually



Endpoint vulnerabilities
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• Malware & viruses

• Device access

• Data flows between 
devices and network

• Data on hard disks

• Device configuration

• Visual hacking 

• Physical loss or theft

• Fraud and counterfeit
59% 

30% Experience 
phishing attacks 
everyday1

Breaches are 
employee error 
or malicious 
intent4

1 2016 State of Cybersecurity Study, ISACA and RSA Conference, www.isaca.org/state-of-cybersecurity-2016
2 2015 Data Breach Investigative Report, http://www.verizonenterprise.com/resources/reports/rp_data-breach-investigation-report_2015_en_xg.pdf
3 2016 Global Study, http://investors.3m.com/news/press-release-details/2016/New-Global-Study-Reveals-Majority-of-Visual-Hacking-Attempts-Are-Successful/default.aspx
4 Ponemon Institute, “Global Megatrends in Cybersecurity ,” Feb. 2015

63% Breaches 
involved weak or 
default 
passwords2

91% Visual hacking 
attempts were 
successful3
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“I probe around for a multifunction 
printer and see that it is configured 
with default passwords.Great, I am 

in…”

“We've compromised a number of 
companies /Organization using printers 
as our initial foothold. We move laterally 

from the printer, find Active Directory, 
query it with an account from the printer 

and bingo, we hit GOLD…”

- PETER KIM
Industry-Leading 

Penetration Tester, Hacker, 
Author

HACKING 
UNSECURED

PRINTERS IS EASY
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AND YET, PRINTING 
IS NOT A HIGH 
SECURITY PRIORITY 
FOR MANY 
ORGANIZATION 
WORLDWIDE

LEVEL OF 

CONCERN

91%

77%

77%

18%

PC 
DEVICES

MOBILE
DEVICES

SERVERS

PRINTERS

Source: Spiceworks survey of 107 IT pros at companies with 250 or more employees in 
North America, Europe, the Middle East, Africa, Asia Pacific, and China, conducted on 
behalf of HP in January 2015,  



92% 
REPORT DATA

BREACHES
– Forbes Global 2000

65%
BREACHES ARE 

EMPLOYEE
ERROR$7.7M

AVERAGE COST OF
A DATA BREACH

Ponemon Institute, “Mega Trends in Cyber Security Expert Opinion Study,” May 2013. 

Ponemon Institute, “2015 Global Cost of a Data Breach Study,” October 2015.



Print Security Stages of Maturity ( 2016 March )
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Ad-Hoc
Opportunistic

Repeatable

Managed
Unsecured /
Unprepared

Recognizing
Risk

Basic
Compliance

Comprehensive
Policies

Proactive
Management

Business unknowingly vulnerable to
Either malicious or accidental attacks

via printers/MFPs

Likelihood of attack lessens, still at
considerable risk due to limited 

integration

Organization invest significantly in a
Program that is very device specific, does

not meet robust needs of organization

Continuous print security practices
Reasonably certain, exception is

Unexpected types of attacks

Continued readiness using optimized 
Solutions and strategy mitigates risk

Of print-related attacks

Optimized

1IDC, “IDC MaturityScape Benchmark:  Print Security in the United States,”  March 2016 IDC#US41048016
2IDC, “IDC MaturityScape:  Print Security”, December 2015

61% of US companies have significantly under-
addressed printer security & compliance1

http://idcdocserv.com/US40729515
http://idcdocserv.com/US40729515
http://idcdocserv.com/US40729515


What is an End Point?

SEAHawk



A Brief History of Printer Hacks
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WIRELESS 
HACKING
Researchers in Singapore 
developed a drone with a 

mobile phone that can 
detect open wireless 

printers in close proximity 
then establish the mobile 

device as a fake access 
point that mimics the 
printer and intercepts 

documents intended for 
the real device.





Customer Photo – Network Sniffing. 

Cupboard



HACKERS CAN HEAR ALL BY ….
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HP PC and Printing security leadership

Device Identity Data Documents



Today’s printers look a whole lot like PCs
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Yet only 53% of IT managers realize printers are vulnerable to cyber 
crime1

Firmware and software

Hardware

Network access

Email

Internet

1Ponemon Institute, “Annual Global IT Security Benchmark Tracking Study”, March 2016.

Today’s printer 
is a fully 

functioning 
client on a 
network



The Basics — printing carries risk

21

Vulnerabilities across device, data and document need to be managed

Mobile printing

On-the-go employees 
may expose data

Input tray

Special media 
can be tampered 
with or stolen

Storage media

Printers store
sensitive
information

Capture

Can be used to 
send scans 
anywhereManagement

Undetected 
security gaps

Output tray

Abandoned 
sensitive documents

Network

Jobs can be 
intercepted as they 
travel on the network

BIOS and firmware

Compromised 
firmware can open 
a device and 
network to attack

Control panel

Users can exploit 
device settings

©2016 HP, Inc. All rights reserved. | The information contained herein is subject to change without notice. | HP Confidential



Attacks are Global and happening every 
second
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https://cybermap.kaspersky.com/#http://map.norsecorp.com/



HP state-of-the-art device security

HP Confidential23

• Built-in threat detection 
and remediation

• HP Sure Start
– Industry’s only

self-healing BIOS

• Whitelisting
– Guaranteeing only the 

right firmware runs on 
the device

• Internal runtime 
intrusion detection
– Industry’s only self-

monitoring capability



Confidential document controls, visual hacking preventions & locks

Document and physical security 
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Control access
Add pull print software & 
card readers to meet 
compliance and lower 
printing costs with 
minimal user impact

Physical theft 
prevention
HP has a broad range of 
security accessories

Visual hacking 
prevention
The world’s only 
integrated privacy screen, 
HP Sure View.  Simple to 
use and protection starts 
at 35% from center. HP Confidential



Layers of security defenses
HP Secure MPS approach Secure printers & MFPs

• Built-in malware protection

• Encrypted hard drives

Device hardening

• Admin passwords

• Firmware updates

• Configuration of interfaces & 
services

Data encryption & user 
authentication to the device

Monitor for threats

• Vulnerability assessments

• SIEM integration

Data and Document 
confidentiality 

• Advanced authentication & control 
of access

• Process and workflow changes

• Anti-fraud, anti-counterfeit 
solutions

Comprehensive security 
comes from layering the 
industry’s strongest 
security defenses.
1. Security best practices start 

with secure devices and 
device management 
services to harden devices 
and secure network 
connections 

2. Next add additional security 
layers based on a custom 
risk assessment and security 
plan

3. Then overtime, maintain 
and evolve security efforts 
relative to the evolving 
threat landscape



1. Output tray

2. Hard disk

5. Secure input tray

3. Network card

4. Control panel

6. Printing fleet

Security
HP Security Solutions



HP SOLUTION TO GOVERNMENT, FINANCE,LEGAL,CORPORATION,EDUCATION  

HP Helping Vertical Below on Securing This 
Documents 

• A large number of companies rely solely on preprinted security paper to protect their high value
documents. Though preprinted security paper does a good job of securing the base document, it does not
address the security of personal data that is added to the document at the point of print.

• By not securing personal data, companies are leaving themselves vulnerable to unauthorized
modifications, forgery or photocopying. HP helps companies by adding another layer of protection to
their documents. By adding personalized security features to each print file before it is routed to the
printer, companies can now add in a layer of security beyond preprinted stock, helping to create unique and
secure documents.

• Government

– Birth Certificates, Death Certificates, Marriage Licenses, Vehicle &
Equipment Registrations, Real Estate Titles and Deeds, Work Visas,
Temporary IDs, Driver’s Licenses, Passports, Resident/Work Permits,
Government IDs

• Education
– Transcripts, Grade Reports, Certifications, Degrees, Diplomas

• Legal
– Contracts, Wills, Power of Attorney Documents Certificates
– of Origin, NDAs, Background Checks, Client Records



Solution: HP Copy Protection solutions

Risk: Unauthorized copies

Copy-Void 

A hidden COPY message, printed 
behind document information, is 
revealed by unauthorized 
copying.

Micro Printing
Customizable microprint 
indicates a copy under 
magnification.

TROY Mark 
A repeating “watermark” of 
user defined variable 
document data across the 
front or back of each 
document.



Microprinting

Customizable 

TROY microprint 

indicates a copy 

under magnification

TROYMark™

TROY SecureRx prints a 

repeating watermark of 

user defined variable data 

across the back of each 

document.

Plain paper

TROY SecureRx uses 

plain paper: No 

expensive pre-printed 

stock to purchase, 

inventory, and secure 

from theft.

TROY Copy-Void

A hidden “COPY” 

message printed behind 

document is revealed 

by unauthorized 

copying.

Tamper proof university certificates

Layered approach to document security

Security



© Copyright 2016 HP Development Company, L.P.  The information contained herein is subject to change without notice.33

Creating

the future
together


