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What Citizens Want 
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Goals 
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The Virtual Mobile Identity 

4.  Proposed use case / pilot 

3.  Person centric Identification 

2.  The Identity ecosystem 

1.  Trends in Mobile Technology 

Smart Identification for the 
Smart and Efficient  
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The World of Mobile Apps 



Why Citizens Prefer Apps 
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“Why do you choose to use 
a mobile app rather than a 
website?” 
 



Some research 
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Physical vs. Virtual Identity 
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Document 
authenticity 

ID holder 
authentication 

Modernisation 
& evolution 

Enabling 
e-Services 

Fraud 
& Risks 

Trust 
But 

Verify 
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Key Drivers for Digital Identities 
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Biometric 
Enrolment   
Centres   

User interfaces 
Business logic 

Data models 
Profile models 

 

Network 
of Acquirers 

     Network 
of Issuers 

BioGate 
Identity SwitchTM 

Customer 
Touch points Identity 4.0TM 

BIMS Devices 

ABE CIS TCI 
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The Identity Ecosystem 
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When Identity Matters 

•  Multimodal biometrics 
•  Highly Secure data 
•  Portable and easy to deploy  
•  User friendly interface 
•  Standards compliant 
•  Multi-functional device 

Creating Foundational Registers 
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Accurate Matching Algorithms 

Absolute Data Integrity 

Continuous System Availability 

Full Application Scalability 

Critical Business Infrastructure 

End-to-end Security 

Central Identity SwitchTM 

“effortlessly enabling e-services” 
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The Virtual Mobile Identity 

1950s 1970s 2000s Future 

Handshake               Paper     /    Plastic                                     Chip                                   Identity 4.0TM 

UK 
Austria 
Estonia 

Australia 
New Zeeland 

Some States of US 

•  Based on comprehensive 
digital records 

•  Under the full control of the 
owner 

•  Securely connect acquirers 
with issuers 

•  Flexible to the nature of the 
transaction 

Customer Centric Cryptography 

ISO18013-5 



Issuer /  Supplier Benefits 

Turnkey solution for complete ID lifecycle: Hardware & Software ü 

Most cost effective ID solution with best ROI ü 

Enabling verification services at customer touch points ü 

Fastest time to value through e-Government services ü 

Customer applies for ID-Card / Drivers License / Firearm License / Visa / etc. 
Customer Benefits 

Extraordinary customer experience ü 

My profile enables My services under My control ü 

Easy to engage and get economically active ü 

Full trust and a major barrier to ID fraud ü 
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VMID’s Many Benefits 
Customer 
Citizen Application 

Proof of Transaction  

Identity profile 

VMID delivered in real time 

Data added to register 

Physical token distributed  

Mobile Messaging Service 



Trust, BUT Verify 
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Acquirer 2 

VMID 

        Unique 
Session ID Session 

    Request 

Acquirer 1 

Customer 
Direct Secure Communication Channel 

Identity 4.0TM 
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Trusted Identification 
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VMID @ Work 

Online application 

The Identity Ecosystem for an Integrated e-Border Solution 

EFT payment 

Make appointment 

Issue myMid 
“Pending” 

Scan QR code 

Do full enrolment 

Security clearance 

Update myMid 
“Approved” 

Travelling 

Scan QR code 

Verify ID 

Matching 

Update myMid 
“Welcome” 

Random checks 

Know Your Customer 

Real-time notifications 

Update myMid 
“Revoked” 

Profiling Application e-Gate Entry Transactioning 

? 

? 

X 



Smart Identification for the smart and efficient 

The Traditional Identity Model 
–  Citizen Enrolment:   3 – 6US$ pp 
–  Issuing eIDs:   1.15 – 5US$ pp 
–  Security & Trust:   0.5 -1.5US$ pp 
–  Enabling eGov Services:  10 – 30 US$ pp 
–  Ongoing Maintenance 

The Virtual Mobile ID Ecosystem 
–  Turnkey solution   <5US$ pp 
–  Revenue opportunities  ±1US$ /Verification 
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A Viable Business Model? 



Welcome to the Future 
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Achiever  
Healthy 

Happiness 
Loving 

Safety 

Belonging 

Money 

Successful 

Proud to be 
a Citizen 



Intelligent 
appliances 
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Thank you 

@ your service…. 

Marius Coetzee 
+27 (0)83 556 6833 
marius@ideco.co.za 
 


