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E-Government Objectives
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Integration of government operations for delivery of services for Government Agencies,
citizens, businesses and the public

Promote a more effective and efficient Government




E-Government Benefits

 Broaden public participation and promote democracy

* Improved services and convenience to citizens

* Improved the productivity (and efficiency) of government agencies

* Create a more accountable government and strengthen good governance

* Increased transparency and fight corruption

* Empower public access to information in possession of the state or public
body and participate in government decisions

* Facilitate commerce and services for businesses online

 Make private sector more competitive by reducing the cost of transacting
business with the Government
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EGOV. IMPLEMENTATION SUCCESS FACTORE




EGOV. IMPLEMENTATION CHALLENGES




Cyber Security barriers —

Protection of the information systems, assets and the control of
access to information

Trust relationship between citizens and government

Availability of security policies and standards that meets citizen
expectations

Use of strong security solutions, including digital signatures,
encryption systems, citizen unique ID numbers, bank account
numbers etc

Protection against increasing danger of worms and viruses

Hence security professionals are established to respond to threats and
breaches
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Privacy and Confidentiality barrie

Citizens are deeply concerned with

Secure collection of data

Government ensuring personal data is well-protected
Personal data is only accessed by authorized personnel,
safeguarding citizens’ privacy

Privacy issues in government networks in order to increase
citizen confidence

Careful handling of personal information shared with other
governmental organizations

Hence planning and design of e-government systems must include




EGOVERNMENT INITITAIVES IN GHANA _

Transform -

Information and
Services customised to
particular needs of the
individual and
businesses

Identify service migration and
integration possibilities

Shared Develop business

MDA Websites DRM, SRM,

Web Guidelines Infrastructure, Middleware
VPN, Back Office Ops
Metadata Repository

Information and

Interoperability

Authentication Policy

(Political Will, Trust, Governance, Funding, Data Quality & security, Agency Capability, Digital Divide Bandwidth, Participation, Architecture,

Secure Electronic Environment through a National PKI l




EGOVERNMENT INFRASTRUCTURE

* Electronic Transactions Act 772

 NITA Act 771

* Data Protection Act

e Electronic Communications Act
ENTERPRISE ARCHITECTURE
INTEROPERABILITY FRAMEWORK

e |T Standards and Policies
NATIONAL DATA CENTER

* Largest DC in West Africa

» Tier 3 DC/DR site, 600 Rack capacity
GOVERNMENT NETWORK

e LTE & FIBRE Optic Network (backbone and
Metro)




EGOVERNMENT APPLICATIONS

Pt e et e

\“I GHANA REVENUE AUTHORITS

GIFMIS
* HRMIS
* GOVERNMENT ONLINE SERVICES
* PAYMENT GATEWAY

* E-TAXATION

* E-REGISRTRAR 5
° E_H EA LTH i online easily

Forget rout sasswont) Reger
o 0t heve » paswwors? g,,,"h

: €3 Our Services
SeWM  Domestic Tax Revenve Division
B ™ e T Revene Cvnon 7Ry

Bl smearin 4 s dvmcn ot o
¥

ﬁumevn;:,::-:
x ‘ Latest News Mvng,,,,,m‘,‘:
N Syvtem Upgrade liogs.,

W5 Re-tegistration of Ta
. peyers and Businesses

Bowt o0 ratey ot

Mfem: gy Phaso 2 of Trips Goes Live o
i form- Qromnmgson Payment of - ::,.: """""
Viithholding T, 5318 Askens Do tpeyer
- iz g laxes . November e & e, Cotect B ey, gos

GMMM‘M Lauches Code of Conasicated e

* SOCIAL SECURITY SYSTEM EAMTIMS | it g | o

Wakes Br Be cotecton
e LAl

e

Latest News Services

e TRADE FACILITATION SYSTEM O e

* E-IMMIGRATION = =
e E-PARLIAMENT e

e E-PROCUREMENT

e E-JUSTICE

e E-ATTORNEY

e E-WORKSPACE AND E-CABINET




Home Sign In Register

* ;
&Y eSerbices

Services Portal of the Government of Ghana

Citizens Noa-Citizens Businesses Government Search this site.. P
————
Registrations

B Police Report (Application *—
B :Goy Phase § Oficially Launched

m::;“vmm' Welcome to he Online Sendces Portal of he Governmeod of Ghana. This wed portal is 3 coe-slop window foc serdces and informabion being offered by he vanous MDAs, MUMDAS and all other Government of Ghana Agencies. Ris = :

' made up of four sub-poctals. namely, Clizens, Non-Citizens, Businesses and Govemments &Benin Project team meels eGhana Projct

B Accommodation / Calering
Estadiishment

W Apply for Birth Cericate

B Appilication for Registration
as Food Produdt importer

Renewal

B Renew 2 Driving License
more...

Citizens

Areas Of Interest

® Busness *
& Toodsm 7o = o™ Government Sites
® Lgw & Order _\M } 3 5
a L s Use he link balow 1o vis# the dwectory of
: more } - - SN Governmend Ses 10 find useful Information and
MOCC. Y ; : SECACES
Guidelines For Filling Forms % Ml B Govemment Sites
B Guideines For AMA foem
B Guidelngs For Filing PO § _
F
= s FI
more... e B Emergency Numbers
@
"
Downloadable Forms @ FAQ's
B NOA Dwectonies
B NIA_Spousal Form B NDA's and Goveenment Organization
B MDA Ditectory

B NIA_Comrection Form
B HIA_Application Form - : it el
- - AT o | .f_\

A

GHANA NPs CONSTITUTION PARLIAMENT

by MDA

5

i

B Accra Metropolitan
ASsembly




..
OnRAaY

Harmonization of ID databases and

\ implementation of a Nation elD System required
QWL

Biometric ID systems in Ghana

® National ID —3M

® National Health Insurance -11M

® Passport

#® Driver License System — 18 years and above
& Immigration System

® \Voters ID — 16M
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e Electronic IDs including * Identity fraud and theft
Biometric e protects data and systems &
prevents online and digital fraud
With security infrastructure elDs help improve security
\_ and systems in place, every concerns such as identity J
citizen’s ID is properly fraud and theft by creating a
documented and secure infrastructure and
thoroughly authenticated online database
_ ighlights need to rapidly
4 Need to provide adopt e-commerce and E

confidentiality, integrity, payments N\
authentication :
eservices

® ensures secure access to
digital services

e process electronic transactions
in a safer manner

e Avenue for online transaction

¢ offers a trusted authentication
mechanism for citizens

e guarantees the unambiguous
identification of an individual

ensuring better service J

Hational Intarmation Technalogy Agency
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elD Benefits

Introduces online presence that can be trusted

Creates a foundation on top of which digital public services
is built

Allows customized service-delivery for both public/private
sector

Provides better accountability ensuring direct trust link
between a person and an action performed on applications.

Increases administrative efficiency, reduces administrative
costs

Creates secure infrastructure, data protection and security
leading to reduced crime rates and enhancing national
security

Enables citizen’s ID to be documented and authenticated
preventing incident of misusing stolen IDs, counterfeited IDs,
and identity theft

Increases engagement rate with citizens

Introduces adequate security levels

Introduces the convenience, flexibility, and data
privacy

Enables automated inter-administrations BackOffice
information exchanges

Supports mutual recognition of documents and
certificates.

Simplifies the identification counter, forms,
procedures to submit a request or an application.

Supports business opportunities for collaborations
with the private sector

Reduces the burden of engaging with government
administration systems (Offices location and
relocation, reducing queues etc)

Limits possibilities for fraud, identity theft and
phishing ID fraud



elD Implementation in Ghana

Preparing towards deployment of smart card chip embedded with multi-
application functionality elDs management system to manage identity
requirements for eGov solutions such as

eVoting, E-Taxation,

Social-security systems,

Driver’s licenses,

e-Government Services,

e-Commerce,

Electronic healthcare services, Digital signatures, Payment applications etc
Secure and convenient citizen identification

Secure online authentication

Manage citizen services with a single document




CONCLUSION
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Without e-ID

 e-Government will be limited to granting access to basic and
generic information.

* E-Government online application and processing will be
complicated to both governments and citizens

Ghana is preparing towards putting in place framework for national

identity scheme with defined roles and responsibilities surrounding

data organization and protection, applications and infrastructure,

principles and operating methods for electronic identities to ensure

successful eGov programmes and other identity services.
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