I dentification for Development

Making Everyone Count



An estimated

1 billion

without ID struggle
to access...

Financial services

Social Safety Nets

Health services

Education

Travel & Migration

Mobile services
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As per the Latest 2018 ID4D Dataset


The ID4D Approach

Country & Regional
Engagement
Upstream advisory and

financing of country
systems

Analytics & Thought
Leadership

Exploring the rationale for
investing in digital ID & how to
design and implement

Global Convening &
Platforms
Align international

takeholders to drive the
agenda forward.




Insights from Analytical Work

What have we learned?




Why identification systems are
important...
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' Analytical & research activities fall into 3 major categories

...and the tracking of progress
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Early results from Findex Survey 2018 highlight most vulnerable
populations, and mobile as a key use case
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Costing Study across 15+ countries finds key drivers linked to country characteristics 7
and program design choices
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With sufficient coverage and robustness, ID systems with key features can
generate significant public sector savings
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Pakistan’s National Database and Registration Authority (NADRA) has also reported significant savings in G2P transfer programs by using its unique identity database to weed out multiple registrations. In particular, the NADRA example shows how a robust identification system can be used to quickly deploy emergency assistance while limiting fraud. In 2010, for example, the government launched the Watan Card program in response to devastating floods that displaced some 20 million people, or over 10 percent of the country’s population(BBC 2010). The program rapidly disbursed cash grants—initially PKR 20,000 per household, or around US$ 235 in 2010—to households in affected regions using the NADRA database and Visa-enabled payment cards. Individuals registered using their Computerized National Identity Cards (CNICs) at centers across the country, and NADRA then cross-checked these applications to verify the validity of the CNICs, whether other family members had enrolled, and whether the address of residence was in a flood-affected area. Initially, some 2.7 million people applied to claim the flood grants. Of this total, around 1.1 million (nearly 40 percent) were found to be ineligible or were duplicate family members(Hakeem 2010). This translates to an estimated savings of some PKR 21 billion (US$ 248 million in 2010) in the first phase of the program, compared with the cost of paying the grants to all individuals who had applied. 

Argentina is one of the first countries to use a digital foundational identification system to improve the targeting of its social programs by cross-checking eligibility indicators across a variety of databases. In 1998, the federal government began developing the Sistema Nacional de Identificación Tributaria y Social (SINTyS), which allows for communication and data exchange across over 200 agencies and 500-some databases at the federal, provincial, and municipal levels(World Bank 2008). The first phase of the project involved integrating a subset of core databases, including registers of formal sector workers and pensioners, the electoral roll, beneficiary lists for 34 social programs, health insurance for public-sector employees, a list of the deceased, real estate records for some provinces and cities, the vehicle register, the tax register, a list of poor households (SISFAM), and the national ID number (DNI). After being cleaned and standardized, these databases were linked by seeding each one with the most reliable and unique of the country’s existing identifiers, the unique taxpayer ID number (called CUIT)(Pessino and Fenochietto 2007). This allowed the government to identify inclusion errors across pensions and social programs, with an estimated savings of approximately US$ 143 million during the first two phases (1999-2007) of the project(World Bank 2008).


Features
The specific features of foundational ID systems that enable cost-savings mechanisms include:

Digitization
transition from paper to digital-based identity systems,  including of databases, credentials,  data transfer, etc.
Direct: reduces operating and transaction costs
Indirect: enables unique ID, digital authentication, linkages

Unique ID
creation of a unique identifier—often biometric-based—for each member of the target population
Direct: eliminates duplicates, increases efficiency
Indirect: enables linkages, boosts digital authentication

Digital Authentication
electronic process that uses one or more identity factors to prove that a person is who they claim to be
Direct: decreases risk of impersonation, reduces transaction costs, enables fee-charging revenue models

Linkages
integration, interoperability, and/or dependency between foundational and functional identity systems
Direct: reduces operating and transaction costs, verifies identities across  databases, enables fee-charging models

 There must also be sufficient COVERAGE and ROBUSTNESS (i.e., they should be error and fraud-proof) in the system for savings to take effect

Mechanisms for public-sector savings
The above features enable a variety of cost-savings mechanisms for the public sector

1. Reduced fraud in G2P transfers
reducing ghosts, duplicates, ineligible beneficiaries, and impersonation
Can be in payroll, pensions, safety nets, education, healthcare, etc.
E.g., By de-duplicating applicants and verifying eligibility (e.g., addresses), NADRA was able to save approximately $438 million between 2008-2010 across the BISP cash transfer, Watan program for emergency flood relief, and emergency assistance to IDPs affected by anti-Taliban operations. [Note that the counterfactual for these savings would have been giving transfers to all applicants with no identity checks]

2. Reduced administrative costs
eliminating redundant systems and reducing staff time and transaction costs
Creates savings for both foundational ID providers, functional providers, and other agencies that rely on these ID system (e.g., to verify the identities of individuals as part of administrative processes)
E.g., By establishing a unique identifier that allows taxpayers to securely authenticate themselves online, NIST estimates that the IRS would be able to save between $91 and 318 million per year (depending on the uptake level of online services) in operational costs by moving to online rather than paper or phone-based services. 

3. Increased tax collection
identifying non-payers and under-payers
E.g., Between 1999 and 2007, Argentina implemented the first stage (interrupted due to 2001 fiscal crisis) of a project to link national ID, tax, property, and vehicle databases, which saved an initial $44 million through audits by allowing the government to better identify those who were underpaying taxes (e.g., they had low reported incomes but big properties and expensive cars)

4. Charging fees for services
Foundational ID providers can charge individuals for ID services but biggest savings from charging and third parties (e.g., other government agencies, banks, mobile operators, credit rating agencies) for identity verification/authentication
E.g., Peru’s RENEIC offers a number of services to public and private sector entities (e.g., banks, notaries, etc.) to verify identity attributes of individuals against the national register. Most public agencies receive these services for free, while private companies and public agencies that charge fees pay. Over 250 million queries are done every year, netting some $45 million in annual revenue.
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Robust, broad-based identity systems with key features can positively impact
various industries across the private sector

***********************************
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In Pakistan, regulations requiring CNIC-linked SIM registration allowed Telenor to streamline its KYC processes for issuing SIM cards and reduce customer onboarding to less than 1 minute, and also to expand its financial offerings via the Easypaisa payments service. [Telenor, at the time the second largest mobile network operator in Pakistan, took advantage of mandatory CNIC-SIM registration to expand its financial offerings through its Easypaisa payments service. The company successfully negotiated for the Bank of Pakistan to accept CNIC-verified SIM registration information as sufficient identity authentication for its own KYC purposes. This reduced onboarding time to under one minute, and allowed for Telenor to offer mobile money services to their customers at the point of SIM registration. In just over a year, Easypaisa's customer base doubled to nearly 5 million. The service now boasts 20 million users and processes the equivalent of 3 percent of Pakistan's GDP.  After having invested only $7 million in the initial creation and marketing of Easypaisa, Telenor estimates that financial services will constitute 10 percent of annual revenue.]
Decreased onboarding costs facilitated by Aadhaar-linked verification in India could feasibly have led to an estimated $5.5 million in savings for Uber. [Before the system was implemented, the average Indian firm’s onboarding cost was about 1500 Rupees, or around $23. With the increased queriability, digitization, and linkages the identity regime produced, some estimates indicate that onboarding costs could plummet to as little as 10 rupees, or close to $0.15.  For a single company like Uber, which has an estimated 240,000 drivers that have undergone verification for onboarding, that means Aadhaar could feasibly have produced savings of nearly 358 million rupees, or close to $5.5 million for one company alone].
In the financial sector alone, digitization throughout the consumer lifecycle could bring an additional 1.6 billion customers from developing markets into the formal economy—this would generate 95 million new jobs across industries, create $4.2 trillion in new deposits and extend $2.1 trillion in new lines of credit, for an overall 6 percent boost in developing economy GDP by 2025.  

Estonia’s e-Residency program—underpinned by a robust digital identification system—has led to the creation of more than 1,300 new companies by e-Residents, bringing an additional $4.6 million into the Estonian economy. [The country’s advanced digital infrastructure has made it an attractive corporate market for years, but with the institution of Estonia’s e-resident identity program, even greater opportunities for revenue generation have emerged. Since the program launched, e-residents have established over 1,300 distinct companies and have driven over €4.3 million ($4.6 million) in both taxes and services.  The robust identification system underpinning the e-residency program has thereby directly facilitated the creation and registration of new businesses in Estonia. Moreover, applications for e-residency spiked after the UK formally began the process of leaving the EU, indicating that Estonia’s corporate culture will continue to attract investors and business owners alike.]
Norway’s BankID was able to reduce the time associated with applying for university housing from 10-14 days to 1-3 days.
The UAE's digital Smart Wallet app has enabled digital verification of travelers, reducing the time required for ID checks by airlines by 9-12 seconds per transaction [In June 2017, the UAE released a digital Smart Wallet app that can be used to replace paper-based identity documents for travel. In the current “phase one” iteration, customers can upload existing passport and visa information into the platform. At the airport gate, the app will produce a barcode to be scanned, eliminating the need for passengers to produce physical identity documents. The service can be used by all Emirates ID holders ages 18 and above, and over half a million travelers have taken advantage of the service thus far.  The digital verification process is estimated to reduce the time required for identity checks by airlines to 9-12 seconds, which will produce significant savings in administrative costs.]
Queriable identification systems can help mitigate synthetic identity fraud, which is anticipated to cost businesses $8 billion per year by 2018.
A South Korean mobile identity authentication provider was able to reduce financial transaction times from 90 to 15 seconds by leveraging broad coverage rates and robust digital queriability. [Accurate, highly queriable identification systems can reduce these attrition rates by over 80 percent in some industries. By leveraging broad coverage rates and robust digital queriability, one South Korean mobile identity authentication provider was able to decrease customer abandonment for a mobile gaming site from 24 percent to just 4 percent. In addition, it was able to streamline authentication for fund transfers, reducing transaction times from 90 seconds down to 15 seconds]
By charging $0.04 per transaction for 62 million unique authentications per month, one South Korean mobile identity authentication provider could generate nearly $30 million in annual revenue. [The South Korean mobile identity authentication provider mentioned above, for example, has developed a fee-per-query model for providing trusted digital authentication for $0.04 per transaction. While this figure seems low in absolute terms, the sheer volume of identity-related transactions makes this a significant revenue source. This company has nearly 5.5 million individual users who, through the platform, can have their identity authenticated with nearly 27,000 businesses and service providers. At approximately 62 million unique authentications per month, this single identity service may generate nearly $30 million in annual revenue.]

Accuracy: [e.g., 52% of companies don’t trust consumer data; 2/3 lose ~14% to poor data quality]

Features
The specific features of foundational ID systems that enable cost-savings mechanisms include:

Digitization
transition from paper to digital-based identity systems,  including of databases, credentials,  data transfer, etc.
Direct: reduces operating and transaction costs
Indirect: enables unique ID, digital authentication, linkages

Unique ID
creation of a unique identifier—often biometric-based—for each member of the target population
Direct: eliminates duplicates, increases efficiency
Indirect: enables linkages, boosts digital authentication

Digital Authentication
electronic process that uses one or more identity factors to prove that a person is who they claim to be
Direct: decreases risk of impersonation, reduces transaction costs, enables fee-charging revenue models

Linkages
integration, interoperability, and/or dependency between foundational and functional identity systems
Direct: reduces operating and transaction costs, verifies identities across  databases, enables fee-charging models

 There must also be sufficient COVERAGE and ROBUSTNESS (i.e., they should be error and fraud-proof) in the system for savings to take effect

Mechanisms for public-sector savings
The above features enable a variety of cost-savings mechanisms for the public sector

1. Reduced fraud in G2P transfers
reducing ghosts, duplicates, ineligible beneficiaries, and impersonation
Can be in payroll, pensions, safety nets, education, healthcare, etc.
E.g., By de-duplicating applicants and verifying eligibility (e.g., addresses), NADRA was able to save approximately $438 million between 2008-2010 across the BISP cash transfer, Watan program for emergency flood relief, and emergency assistance to IDPs affected by anti-Taliban operations. [Note that the counterfactual for these savings would have been giving transfers to all applicants with no identity checks]

2. Reduced administrative costs
eliminating redundant systems and reducing staff time and transaction costs
Creates savings for both foundational ID providers, functional providers, and other agencies that rely on these ID system (e.g., to verify the identities of individuals as part of administrative processes)
E.g., By establishing a unique identifier that allows taxpayers to securely authenticate themselves online, NIST estimates that the IRS would be able to save between $91 and 318 million per year (depending on the uptake level of online services) in operational costs by moving to online rather than paper or phone-based services. 

3. Increased tax collection
identifying non-payers and under-payers
E.g., Between 1999 and 2007, Argentina implemented the first stage (interrupted due to 2001 fiscal crisis) of a project to link national ID, tax, property, and vehicle databases, which saved an initial $44 million through audits by allowing the government to better identify those who were underpaying taxes (e.g., they had low reported incomes but big properties and expensive cars)

4. Charging fees for services
Foundational ID providers can charge individuals for ID services but biggest savings from charging and third parties (e.g., other government agencies, banks, mobile operators, credit rating agencies) for identity verification/authentication
E.g., Peru’s RENEIC offers a number of services to public and private sector entities (e.g., banks, notaries, etc.) to verify identity attributes of individuals against the national register. Most public agencies receive these services for free, while private companies and public agencies that charge fees pay. Over 250 million queries are done every year, netting some $45 million in annual revenue.



Global Convening &
Platforms

Aligning partners to develop global public goods
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23 organizations have endorsed 10 common goals for ID systems

Universal coverage for individuals from birth till death, free from
discrimination

Barrier free access, including information, technology disparities, or
direct and indirect costs

Establishes a robust — unique, secure, and accurate — identity from
birth till death

Platform is responsive to the needs of users and interoperable
Collects and uses data proportionally and with minimal disclosure
Uses open standards and is vendor and technology neutral
Financially and operationally sustainable without compromises on
access

Comprehensive legal and regulatory framework which safeguards
user rights and data privacy & security
Established and clear institutional mandates and accountability

. Enforced legal and trust frameworks through independent oversight

and adjudication of grievances
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New endorsements
Applications at operational level: criteria for WAFR 
Changed ID4D Diagnostic to match principles
IDEEA Framework based on Principles
Tanzania Roadmap – structured along principles


Towards a global tool to analyze legal and regulatory systems:
The ID Enabling Environment Assessment (IDEEA)

Legal recommendations for , ..and a series of safeguards
an enabling environment to ensure...

v’ Clear institutional mandates and
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) ) . Data obtaine
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Developing global data, process, and technology standards can contribute to
the robustness, interoperability, and sustainability of ID systems

& Competing Standards for the same \/ Technical Standards Report

¢ areas without guidance on which to
. Proceed with \/ Technology & Data Standards

» Auser-friendly catalogue/matrix of standards by system
design (e.g. biometric, smartcard, etc.) and associated
guidance note on data standards & competing standards

Management & Governance

_‘ ' a Lack of a Single Coherent Source

s of Standards along the full ID life V « Procurement guidance & checklists on preparing an RfP,
® ® o o cycle to guide country design determining evaluation criteria for proposals, and in
asaa preparing contracts

» Guidance on performance criteria for assessing
technologies

Gaps in Standards: Areas
where standards have not
yet been developed
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Technology and Standards WG
A user-friendly matrix of standards by system design (e.g. biometric, smartcard, etc.)
Guidance notes that can assist stakeholders in making decisions where there are competing standards (e.g. biometrics) and on data standards
Management and Governance WG

Procurement guidance & checklists on preparing an RfP, determining evaluation criteria for proposals, and in preparing contracts
Providing guidance on performance criteria for assessing technologies (e.g. biometrics) 



Country Engagements

Where and how are we implementing new systems?




' 33 country assessments of ID systems globally have been completed to date
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The World Bank is rapidly scaling up country engagement based on

completed assessments
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The World Bank is rapidly scaling up country engagement based on
completed assessments

MOROCCO: Financing
digital national population
registry with unique
numbers linked to health
program for the poor, CCT
for rural children and
widows

«~gWEST AFRICA: Regional PHILIPPINES: Advisory on design,

Project with ECOWAS building o'V legal framework + implementation
¢ national ID systems which for the introductionof a digital ID
enable mutual recognition system for e-services and cash
across borders transfers.

NIGERIA:
Advisory on
design + legal
framework +
planned
financing for
digital ID system.
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IDENTIFICATION FOR DEVELOPMENT

Helping countries realize the
transformational potential of digital
identification.
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Pierina – a child who had surgery to address her deep hearing loss through Peru’s health insurance scheme provided using the DNI
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