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9, OUR AMBITION

Create an ID platform that will improve existing ID infrastructure by :

1. Providing more proportionality, through machine learning scoring
> Current challenge : ID is binary

1. Making identification onboarding protocol more convenient and scalable
> Current challenge : expensive and labor intensive ID vetting process

3. Empowering citizens with control of their ID data with stakeholders
> Current challenge : lack of ID interoperability, duplicate costs

Gravity ID : not a substitute for an official ID, but a meta-ID leveraging it
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9, HOW IT WORKS
o - O - O - O

Anyone with a phone ID attributes either Authentication sealed on User decides which ID
can declare ID reviewed by peers, an the blockchain. Private attributes to share with a
attributes (USSD or authority (merchant) or an Key and PIN to protect stakeholder through his
Ap). Self- sovereign ID official entity. Proportional the account. phone.

score computed.

Gravity ID : compliant with official ID constraints
- Uniqueness : include biometrics in the protocol (fingerprints, voice recognition, eyescan)
-  Official authority vetting
- Inclusion of birth certificate registries
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Gravity

ID ATTRIBUTES

Machine Learning: from rare and expensive data to cheap low intensity data

Level of assurance of
g-ID, capture
through user ID
score

Level of assurance of
traditional ID systems
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9, ID REGISTRY

Blockchain: from sequential data processing to full interoperability

Centralised Decentralised Distributed

Data management becomes:

G Shared ° Secured ° Trusted a Automated
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O WHY BLOCKCHAIN

Gravity
(@] > (@ ’ >
Alice wants to record data D is stored online in a “block”
D and share it with Bob
The block is broadcast to every party in the network
7 l ¢
A - —
& e ~ & ; ;
1 : Do Bob can access data D
Those in the network approve the The block is added to the “chain” of
transaction is valid previous blocks, which provides an
. indelible and transparent record
Benefits :

- an official vetting can never be undone, forever trackable

- avoid multiple ID validation by officials and congestion of ID proofing public entities
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PILOT SCOPE

g-ID pilot runin June 2017 in
Kenya

Front-end platform based on a
USSD menu

74% living in rural areas:
Mombasa, Nairobi, Meru,
Nakuru, Kisumu, Kisii, Nyeri,
Machakos, Eldoret and
Kakamega



ROR DATA CAPTURED

SUBSCRIBER REGISTRATION FORM

| SUBSCRIBER TELEPHONE NUMBER: |

LEDOLE MAME LAST Pastr

DETE OF HRETH: DD Y18 | R QENDER: |SRiALL ; FERALE L)
, OTHERS (SPECIFY COUNTRT)

TYPE OF IDENTIEICATION; MRataral 1D -_J PEEsp o] e A D L : Kliks ary 1T Ej RBirs Cortif s ate ﬂ Gt ifeomda ol ﬁ.-u--:-qlu- P O 0 :_-._l

IDENTIFICATION NirRER:

POSTaL ADDRLSS: B B0 HOSTAL DODE TORABLACTITY

PHYSICAL ADDRESS: CSTATE & VILLAGE HOUSE MOSPLDT NO B COUESNTY

ALTEAMATE CONTACT TELEPHONE NUMEER 1

MOMEY REGISTRATION

By compiatag Dhis sectan, | heroby aconcraiedge Thal | shal De regiiiered Tor fiiur

e By g Wwriiier e
| acknowiaage that the Astel Money Terme ard Condits

Customet's Sugnature
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Gravity

Gravity ID
registered on the
fly over 1 week for
1000 people

74% living in rural
areas

30% had at least
one major
discrepancy with
traditional paper-
based KYC data

19% had no
national ID cards
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KEY FINDINGS

Average paper-based KYC
cost for mobile operators

$2

...of which $0.45 paid to
the end customers as a
reward
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-5 A UNIQUE VALUE PROPOSITION

Our approach is 100% suited for the African context, while leveraging the most up to date
technologies and data privacy principles :

1. A mobile first/centric protocol, leveraging the most ubiquitous channel in Africa : mobile.
Either through USSD or smartphones, with a unique “sponsor” mechanism.

1. Use of blockchain to make the authentication 100% secure.

1. Make the user in control, by self declaring ID attributes, leveraging his social connections
for Peer to Peer vetting and give him easy ways to share his ID with stakeholders.
Compliant with EU GDPR guidelines.

Confidential - ID4Africa 2018 - Abuja 12



f

visit us at www.gravity.earth
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