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High	Integrity	Identity	Programmes



We	touch	people’s	lives	daily
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Types	of	threats	we	talk	about
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Types	of	threats	we	don’t	discuss
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Profile	of	a	business	insider

• Normal people
• A business role e.g. 

immigration official, identity 
management official, treasury, 
procurement, payroll

• Exposed to finances or 
sensitive business actions 



A	little	bit	of	criminology



Our	summary	observation
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The	Insider	threat	prevention	Concept
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Conceptual architecture

Business
System

•Minimal modification
•Only process verified 
and secure transactions
•Pro-active fraud 
prevention

Employee
•3 Factor Positive 
Identity
•Biometric
•Sign (Seal) 
transaction at source

eDNA
•Independent user security 
management
•Impartial, indisputable Evidence

Independent scrutiny of sensitive transactions

ITP	solution	concept



Biometrics	– the	ultimate	awareness	tool
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Mandatory	fingerprint	and	signature	to	approve



Forensics	– Proof	of	Enrolment

Three	fingers	enrolled	
twice	each

Face	2	face	with	ID	
book	capture
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Forensics	– Complete	record	of	what	occurred

Changes	captured

Fingerprint	to	
commit

Card	present	
digital	Signature	
of	transaction

Received	and	
time-stamped	by	
Evidence	Vault



Exception	reporting
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Conclusion

If	you	would	like	to	further	
discuss	how	national	identity	
management	infrastructure	can	
be	assessed	and	protected,	
please	feel	free	to	contact	me.

Remove	Anonymity

Continuous	Awareness

Tamperproof	Evidence

My	contact	details	are:
maeson@lawtrust.co.za

maeson.maherry

If	you	want	to	protect	
ID	infrastructure	start	
with	the	inside


