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Agile Identity Programme Requirements

Easy On-boarding - Digital Process
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Types of threats we talk about




Types of threats we don’t discuss




Profile of a business insider

 Normal people

 Abusiness role e.q.
immigration official, identity
management official, treasury,
procurement, payroll

* Exposed to finances or
sensitive business actions



A little bit of criminology

There is little

Emerged because of
pﬁo:;eivod reward m':%:: ﬂ::u‘:hm:’ Inc:ogalng woullm
committing commit depend ince th
(oasy targots) punished e Ariodend
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P hoe Individuals long term unemployment,
redicts ate low rates of marriage and
will increase when m high rates single parents
] ~ they can
, ' | getaway Socialise their children to
- b o with crime be irresponsible and lazy
~ Rational choice theory | (‘I don't need a job'
— : ) = attitude)
The Underclass
CI' hree causes of erlmo) (Charles Murray) Cut off from society -
children are brought up in a
crimogenic environment
o, Involves reducing
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Our summary observation

Confidence &
Anonymity

Reward Opportunity
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The Insider threat prevention Concept

Remove Anonymity

Continuous Awareness

Tamperproof Evidence

Behaviour Change
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ITP solution concept

Independent scrutiny of sensitive transactions

—

Business
System

*Minimal modification

Employee

*3 Factor Positive
dentity —>

*Biometric
*Sign (Seal)
transaction at source

*Only process verified
and secure transactions
*Pro-active fraud
prevention

eDNA

*Independent user security
Mmanagement
*Impartial, indisputable Evidence
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Biometrics — the ultimate awareness tool

Home > User Enrolment Process > You are Enrolling User ID: 1035, Name: Sabir Behera
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Mandatory fingerprint and signature to approve

Finger Scan: Using Futronic FS82 Finger Scan: Using Futronic FS82
Welcome eDNA user

Please place indicated finger for
- VALIDATION

W umlmin
2y, ///////////////
oW

‘»x’.&u((@))))\ W m\\ \

L
P

Ul
L




Forensics —

Enrolment Data

Proof of Enrolment

Right Hand 3rd

Finger Image 2

Three fingers enrolled
twice each

Face 2 face with ID
book capture

o —

PKI Serlal # 0x48718226
Enrolled Date 2009/02/25 03.:46.5.

Enroiled By I (04039

Validation Image

Enrolment Officer's Certificate Detalls

Enrolment officer
name

Name
PKISerial # 0x48765702
Expiry Date 20120217 02:13:13 PM

Issue Date 200902 TT O33R0

Enrolment officer
(EO)Digital signature

Status OK

Enrolment officer
Fingerprint capture

Lawlrust eTon
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Forensics — Complete record of what occurred

Submitted Page

5.8.5(02)

Changes captured

2009
20090128

Fingerprint to
commit

Card present
digital Signature
of transaction

Validation
Image

Non Repudiation Data Signature

Request # 123728311819137 ,
PKI Serial # 0x487f6a26 Server 10-200.200.138:8777

Expiry Date 2012/02/25 01:51:20 PM PKI Serial # 20345693881562378009
Issue Date 2009/02/25 01:21:20 PM Status OK
Status OK

Received and
time-stamped by
Evidence Vault

Lawlrust ETion
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Exception reporting

B
w Time of Transaction Exception Summary
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Conclusion

If you want to protect
ID infrastructure start
with the inside

Remove Anonymity

Continuous Awareness

Tamperproof Evidence

My contact details are:
maeson@lawtrust.co.za

€479z maeson.maherry

If you would like to further
discuss how national identity
management infrastructure can
be assessed and protected,
please feel free to contact me.




