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...and Identity is the foundation for the “Digital Nation” construct ..
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... and this Identity Ecosystem needs to be reliable and resilient..
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CRM Support

Critical challenges inimplementation of National IDs

Gaps in Legal and institutional environment such as absence of
personal data protection

Letter Printing

Privacy of Personal Sensitive Information and Security related risks

System
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Research &
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Others

Complicated Enrolment process and the cost associated with
getting one enrolled in the National ID program

Scarcity of Infrastructure and associated challenges

Sustainability of the Program




‘ To make it reliable and resilient, managing risk becomes paramount..
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‘ To make it reliable and resilient, managing risk becomes paramount..
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GRC Framework

‘ Risk Management -Identify Risks

1 A\ Risk

Staying ahead of risks
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Capabifity Monitoring.
= Adoption of the right . Foremics
Framework

Identify risks Assess risks Determine risk response

How

1 Consider the organizational
goals & business drivers of NID

> Scan the internal & external

environment and assets of NID

3 Inventory Threat Landscape

4 Historical & forward-looking
analyses

5 Inventory key risks that should

be assessed and monitored

Key highlights

Leveraging Information Security
Forum and knowledge repositories

Early deployment of Risk Simulation
and Fraud Analytics to analyse the past
incident data and simulate risks

Habiam —
s
3 (] Ingiders Maire
Thid Pacty
Seviee Tesallats
Tecuiders
* facamists
= Crgazed
trme
» Caampittion
Busen [ELENT] i Likisly Hih Hatian = Resliszn
Qutage | operatiusal [afl {3} 0] Fates »
Suvien tachnzlegis ¥ lnsiders jr—
s (v} ate ® Third Party Retaliatim
Mizekted [T Seerice Ma
~24 ks by Trcsriders Coeparats
using Magaly
obtning
credentials

External Threats

NA
e

L c
Regulatory Internal
Landscape Threats
Risk Register

| mpact | Liealibs k rost Achor Threm
i

* Phprical Pertmetar iz

- nate Lol Avcenntn = Exitiel
fnmwnpl':g_-mm applialions
Datz L —

n%-Unautiorized Logesil acoess

= Legitunate Spem Accem et Cad
on = Tnautbarized Tyvtem Access Data

* Mobie Tievles Compramise

PwC



GRC Framework

Risk Management - Assess Risks

Objective

How

ldentify risks
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Assess risks

Likelihood, impact & correlation

Staying ahead of risks
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Risk Scenarios
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GRC Framework

‘ Risk Management - Determine Risk Response

Staying ahead of risks
\
| ' @ com
Capability . Monitoring.
= Adoption of the right *  Forensics
i

ldentify risks Assess risks Determine risk response

How

Conduct a series
of workshops to
validate risks

Identify
Risks

Map
Controls

Map approved to Risks

controls to
identified risks

Assess control
effectiveness in
remediating associated
risks to meet risk appetite

Assess
Controls

Prioritize risk
remediation
activities to align
with reasonable
and expected
investment

Prioritize
Remediation

How would the Value at Rixk be realiczed?

Moy SVTVTIM

Identify and design Controls

Implement Controls

Assess and Test Controls

On-going Risk Monitoring
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‘ In order to effectively mitigate and respond to the Risks it is essential
to have a robust Governance in place...

Accuracy

‘ Governance

Business Requirement

Vision & Strategy

Discuss and agree GRC vision

Align GRC vision with the objective

Identify applicable regulations and standards
Identify applicable compliance requirements

Review and update policy and procedures
with respect to information security and
privacy

Technology

Laws and Regulations

Org. Structure , Roles & Responsibility

Identify and define GRC organization
structure

Define the Role and Key Performance
Indicators(KPIs) for the individuals

Institutionalized GRC by proposing various
groups:

Executive Committee
«  Working group

Processes

Contractual Requirement

Reporting & Dashboarding

Define reporting requirements
Type

- frequency

« Mechanism

Discuss and define communication strategy

Define integrated Dashboard for various levels
« Senior Management
Operation team

Risk

‘_ RC Framework

Staying ahead of risks
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GRC Framework

Staying ahead of risks

‘ ..and regular Compliance checks through continuous monitoring and PO ...
periodic assessment =

Risk

‘ Compliance

Business Requirement Laws and Regulations Contractual Requirement

24* 7 Continuous monitoring Periodic Assessments Forensic

A1unoas

- Monitoring - Planning - Evidence Extraction and Storage
Incident Identification « Audit Charter (Acquisition)
Incident Classification « Understand sub process, controls and risk « Appropriate clearances
Real Time Device Monitoring « Prepare work program + Appropriate chain of custody log
Vulnerability & Penetration Testing « Time record

Security Intelligence - Field Work
+ Process walk through + Reviewand Analysis

Accuracy

+ Advising + Conduct testing (walkthrough, + Backup of the "original”
« Incident Notification observations, enquires etc) « Time-zone checks
Awareness & Technology + ldentify gaps « Performtesting
Countermeasures Selection

Reportand closure + Investigation Completion and Engagement
+ Managing - Prepare draft report- (observations, risk Wrap-up

Incident Response rating etc)
Incident Recovery - Agree and closure
Tracking and Tracing

Aunigereny

Technology Processes




‘ Technology View to the GRC Solution.. ]
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Enrolment Agencies Device Testing & Certification
Security
PWC Netw ork Servers End points Applications Databases Appliances Call Center




“It is not the strongest of the species that survives, nor the most
intelligent, but the most responsive to change.”

—Charles Darwin
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‘ Benefits of GRC Program

Management of existingand emergingrisks

o Insiders and ecosystem partner’s » Early identification of threats for prosecution

threats Governance
« Actionable, real time reporting to ID Entity

e Intrinsic vulnerabilities associated with - Ensure closed looping

technology such as zero day attacks
Compliance

e Process vulnerable to fraud » Processes aligned to risks

. . » Consistentcompliance across entire ecosystem
e Changingrisk landscape P y

_ Risk culture
e Targeted attacks on ID entity « Risk ownership and accountability

e SLAbreaches » Culture of ethics and compliance

Performance
« Timely prioritized reporting
» Support RCA for breaches
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