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The humble beginning of UgPass — The DAES Platform (UgPass 1.0)

Strong Authentication for e-Services UGPASS APP Admin Portal
Verify Customers on behalf of e-Service Application (Password-Less) s ~ e
G 2 @
Digital Signature for Electronic Documents —— J o mE EE, T
Signature Portal to sign Documents using PKI/Digital Certificates = R =
@)lgpass E-Seal for Electronic Documents — -
" Placing Organization Seal Electronically on Documents o "
: S
APIs for e-Business Application Integrations = . koo - -
Easy to Integrate Rest APIs for Authentication & Signature e certheses Dot sonpcueYorst | SsOenrrtiones
Post-Implementation Technical Support for UgPass Services D et aon P
Technical support to e-Service Provider team on UgPass offered Services ‘ b e
\_ _/

Signing Portal

DAES Integration Model Global Award Winner Y7 9

Proud Recipient of the WSIS ‘ wshencaite

API Publication: DAES platform publishes standardized APIs. 52
Digital Service Design Special

APl Consumption: Service providers access and utilize these APls. Prize 2024 in Geneval

System Integration: Enables seamless embedding of DAES

functions within provider systems. @\))Lgposs’ wuNA @DIQItOle‘USt

empowering citizens



UgPass Adoption, the Initial attempts and the |earnings...

One Big Learning:
Technology driven (APIs/SDKs)

Stakeholder Workshop -

An Adoption Strate
integrations approach has its limitations: P o

> Initial Resistance: Stemmed from executing UgPASS as an IT

THE WORKSHOPS THE KEY LEARNINGS

> Extensive stakeholder workshops > Stakeholders play different roles in the digital

project without early stakeholder buy-in.

> Adoption Hurdles: Stakeholders perceived UgPASS as

sudden enforcement, leading to unpreparedness.

> National ID Integration: Challenges leveraging the National

across diverse sectors (Government,
Banking, FinTech, Education, Legal,

etc.) to gather detailed requirements.

transactional ecosystem
The approach shall be use-case driven and not
technology driven, with stakeholders inclusive

approach

ID asac0n5|stentS|ngIe Source of Truth. > Gained significant, "eye-opening" |ntegrati0n5 shall be Use-Case imP|ementa[ion
insights & feedback, clarifying real- friendly (almost productised) making the
> Breaking Down Silos: Difficulty overcoming existing world  needs and integration integrations “Simple-Seamless-Secure”
fragmented systems and processes. perspectives. UgPASS adoption is a national level “Change
Management”
> Infrastructure Requirements: Need to build/ensure resilient > lIdentified clear, actionable strategies to Legally permissible Verifiability is non-negotiable.

and sustainable IT infrastructure.

> Integration Complexity: Required specialized competencies

for complex stakeholder system integrations.

accelerate the adoption and

integration of UgPASS services
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UgPass UPSCALE — The Game Changer

Enhanced UgPASS Platform — “Use Case Implementation Friendly”

UgPass 1.0

These are the Services
Available for you

\_ _J
Digital Authentication (MFA)

Digital Certificate Management
Signing Portal

National PKI

UgPass 2.0

® B B
e || sl s
& ¢
Beset Pin cm:" Tote
Citizen-Centric TRUST in Digital

S

\_ J

Digital Credential Wallet

Informed Consent & Revocation
Digital Signing on Mobile App
Digital Signed Forms

Crypto QR Code (Digital Signature)

Digital ID Self-Management
UgPass Face Verification (additional to In-

Device Authentication)

Empowering
. ) Enterpriselntegrations
Organisation with

TRUST Gateway

o (Business Application &
API Credentials)

Credential (Certificate,

Licenses, Permits

Issuer

Credential Verifier

Authorised User, Roles,

and Privilege

Enterprise Digital
W = Signature & Document

Attestation

Driving the UgPASS Adoption

>
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Productised Use case rollout, giving

confidence to Service Providers

National cultural change management
through Centre of Excellence, to achieve
common purpose-driven UgPass

adoption

PUSH (Regulation) & PULL

(demonstrated ROI), leading to sense of

urgency

Sector specific horizontal (# service
providers) and vertical (# use cases per

service provider) growth strategies

@DigitalTrust
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While UgPass Technology readiness is critical for Adoption, we consider this as “National

Cultural Change”

NATIONAL CULTURAL CHANGE MANAGEMENT

Create National Climate for Link Change with Stakeholders’ Implement The

Change Pain points Change

= < F I

1 2 3 7 8
CREATE URGENCY CREATE A COALITION DEVELOP VISION, EMPOWER
CONVEY VISION & GAIN QUICK LEVERAGE & EMBED THE CHANGE
OFUGPASS OF THEKEY >TRATEGY, AND EXECUTION PLANS STAKEHOLDERS WINS CELEBRATE WINS INTHE CULTURE
ADOPTION STAKEHOLDERS EXECUTION ROADMAP ACTION
KEY o . .
Centre of Excellence Use Case Prioritization Stakeholder Inclusion Acceleration of Adoption
ENABLERS

’@LQDOSS]%NMM @DigitoITr‘ust
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Marching Towards Digitally TRUSTED Uganda

lialdil eadership position in Africa (and in the world), being one of the first countries to achieve citizen-
(U8l centric, and TRUST  based Digital Transformation

CURRENT

USE CASES

> Inclusivity: Stakeholders,
Customer Segments, Use
Cases

> Legal Compliance

> Interoperability

> Sustainability

> Ease of Use and Ease of

Integrations

v VvV VvV Vv

v ¥V VvV VvV Vv

I.T Certification Office - NITA

NITAeDOC

Electronic Government Procurement

National Housing and Construction Company
Limited

Engineers Registration Board

NEMA, Uganda

&M Bank

Uganda National Examinations Board

Ministry of Works and Transport

Onboard all eligible Ugandans to enable
access to digital citizen services —

enhance quality of life

T0M+ 100s of

Subscribers  Service Providers

35+ Millions

MDA’s Transactions

MQpass| s NA  [@DigitalTrust
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Use Cases Adoption Strategy — The Whole Of Nation Approach

BY STAKEHOLDER ROLES BY IMPACT USE CASES WITH CASCADING EFFECT

> Documentlssuers .
Issuance of credentials/documents  (mostly

> Relying Parties/Service Providers
government), thereby create demand from

> Citizens/People

s Businesses businesses & people, in turn creating demand for

> Legal Systems/Professionals consumption (relying parties)

BY USE CASE PRIORTISATION

> Complexity of implementation

BY CUSTOMER SEGMENTS

> ldentify and evaluate key segments , ,
> Risk Level : readiness of stakeholders

> Implement high impact use case for Marquee o ,
> % of population coverage

customer > Population Category Covered (citizens, residents, etc.)
> ldentify and prioritize use cases for the > Socio-economicimpact

segment. > Fraud elimination in transactions and misuse of
> Replicate the success of each use case forall documents shared

customers > Visibility (Brand)

mpPass| «/NA @DigitalTrust

empowering citizens

' IT Revolution -



While Technology readiness is an absolute necessity, there needs to be common platform to drive the

adoption towards achieving the Impact...

UgPass Centre of Excellence (UgCoE)

Infrastructure
&
Organization

Revenue
Generation,
Sustainability
& Scale

Sector
Specific
Innovations

Centre Of
Excellence
(CoE)

Capacity &

Competence
Building

R&D
Collaborations

Support &
Help Desk

While we understood there could still be some challenges, we are super
excited about the impact UgPass can create, if we succeed in higher levels
of adoptions. Soon we realised that effectively engaging and coIIaborating

with various stakeholders is the key to the success of UgPass.

> Drive UgPass as a Programme : Project to Impact

> Use Case Innovations and Support

> Digital TRUST Innovation Hub

> Capacity and Competence building

> Stakeholder Engagement - Workshops, round tables, Hackathons, etc.
> Promote Entrepreneurship around Digital TRUST

> UgPassasa self sustainable model

mQpass| wNA  [@DigitalTrust
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Use Case Categorisation Strategy based on Roles Played by Stakeholders

Licenses, Permits, Company Registrations, Documents/credentials from issuers are verifiable

Document Issuance Document

insurance cards, Certificates (education), etc by relying parties digitally in compliance with

Viaffesie s &Exchange regulation and permissible in the court of law

Schemes that citizens are entitled for, can

leverage digital ID based verifications and Social Benefit Deli :
ocial benent Delivery Document delivery (post, banks, etc.), e-
benefit delivery (Housing, Education, Health etc.)

e commerce deliveries, Fintech

Power of Attorney (PoA), Compan
% pany Business owners have their documents in Digital

Registration, Permits and Licenses, .
5 Legal Use Cases Business

Registrations, etc.
. Documents Wallet based on need

ID wallet to be shared with service providers

@ d

Emergency services where connectivity is an Offline Biometric Government services portals, Mobile apps, Net

issue; Crypto QR code with Face biometrics. Verification banking, Insurance portals, any other

P
@

citizens/business services portals

@ rerrerrrnrnern s °
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Rollout of Use Cases by Service Providers - Productised Approach

e (i) Use CasesRollout <
ervice |
se Lases kollout 4

Provider .ﬁ) @:))'.QPQSS
Nl J/

Service Provider

Onboarding

2

Test the use cases in

UgPass publishes the UgPass certifies, issues Submit Test Results to

‘ . e UgPass test
Service for production keys to go UgPass certifications 5

environment

Consumption LIVE team

Mpass| wNA  [@DigitalTrust



Data Pivot/Provider with UgPass TTRUST Gatewa
TRUST Gateway Integration (Simplified) <t i e . B
1007 10T 10T 20T 10T 20T 20T 0

Citizen's/Residents/ Government Agencies who issues Data/DocumentProviders

Visitors/Business v
1.  Receive Pivor List U P UgPass TRUST Gatewa 1
2. Subscribe Profile from Pivot g ass g y - Update API
3. Submit Requested Consent C . —x
redential Exchange System f -] —
4. Perform Identity Verification g y VPN g el Request API
5. Receive Profile (Provisioning) Lo : . ]
Multi-PivotProfile B0 L. 1 Revoke APl
Preparation Phase
N S Pivot Device Attributes Life Data Signing ) PS' c
L= o = ) ’ a) SignerComponent
Cycle S
§\ E g Registry Management yeEave Services g\ b) Enterprise’s Signer Certificate
(=] C S .
8 n‘: Publish New Data Preparation Service Prov. Cloud Wallet E ) Consent Store Business
(1] oh f . . f =
. . . (&) £ Pivots to App Serviee Registry Services C’g Processing Phase S)’Stem
Credential/DocumentSharing with P c ) .
o - c 1. Receives Profile request alongwith
holdersigned consent, signed o — ~ (@] .
= e ol .T = User Consent and must have user's
authorized credential with selecrive A g ~ Ak o - -
© o s e s Unique National ID
. . PP v o b . )
disclosure and issuer verification C z HSM Revoke List  Consent Store EJJD 2. Gatherinformation from Profile .
E 7 E Source ].I-I-I.
= w 3. Prepare and Sign Profile Dara f—
1. Perform UgPassAuthenticarion 4. SentResponse to UgPass
2. Requestfor Profile by Submitting % @é Credential Exchange
Purpnse e ¢ e — — s — s — — — — —
= :-"' 3. Receive BusinessProfile in Wallet Notification Consent Idenricy
Formar Service Service Gatewa
. Ly .
4. InterpretBusiness Profile and Data Plvot |nfrastructure
E B - Display User Information
b g'l_ =
< VPN
Authorized Personnel of
Relying Party usin
(Busi yAg ft: Ivi gp > UgPass TRUST Gateway +/ Offline Credential Exchange
usiness (v} elyin ar
PP ying Farty [t T bscrib + Online Credential Exchange
. . . 1. Subscribe g
with UgPass Verification SDK) —] ) . . .
== 2. Specify Attribute Request + Real-time Credential Exchange
3.  Consent Management .
o i 4. UserManagement " Offline Crypto QR Code based Cloud Wallet
5 Authorization Exchange

Relying Party/Service Provider

Management
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DigitalTrust enables countries to achieve “Digital TRUST", through an Engagement Model driven by the principles of Strategic
Partnership, Low initial investment, and Participation in driving adoption of MyTRUST

The Vision
Ready-to-customize Enable Inclusive, Citizen Centric, and
‘} MyTRUST Platform Wallet Use Cases, Legally Verifiable TRUST in Digital
including document Economies
Digital c: .
jgital onBoarding I8ital Signtayre & National Foundational ID life cycle management
Dig eSeal " Systems 2
L
Mobile Digital 1D Public Key Infrastructure )
—
2 ®
pigital Multi-Data Pivots / Authority O The Mission (3-5 Years)
Authenthication - Albased Population
— . V' Empower S00M+ Lives
<C  Register
% System including LIFE v 15+ Digita"y TRUSTED Nations
For Digital Citizens For Service Providers For Officials of . é events integration and v' Digital TRUST Index for nations
playing different roles (Enterprises & Government) Enforcement Agencies ‘;‘ population analytics ~ ¥ Digital TRUST Academy
= st © ryTRUSTVRI® 2
= E= o © @
40 7 : rt === Low Code
tE|3 Government Platform The Current Engagements
8¢ O==-
— § o
MyTRUST Mobile App MyTRUST Enterprise Gateway MyTRUST Verification App @ Uganda Kenya  Middle Eastern
Country
Population

Enrollment System
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Let us create a vibrant

and legally compliant
Digital TRUST Ecosystem
to enable Digital
Economies fully
TRUSTED !!!

MLPOsS| o NA GDigitalTrust
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