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1.2. Theoretical models of Legal Framework and Digital Identity
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1. Introduction (cont.)

1.2. Theoretical models of Legal Framework and Digital Identity

Foundational

k

Functional

Transform efficiency & remove

{ Safety Nets fraud using uniqueness & electronic
cash transfers
Finance Accelerate financial inclusion using
digital banking & payments
Civil Registration Healthcare Track immunization of children &
delivery of healthcare to citizens
’ Transport Issue drive’s licenses linked to
Identity Enroliment N e > e-ID register
| | Immigration " Track border crossings & issue
. : : ts linked to e-ID regist
Entry point: birth Record of unique Passports finked to e register
regIStraFlon ) Pop'ulatlon Identle n a_ Elections Issue voter credentials linked to e-
And/or identity National electronic register

ID register to combat vote rigging
Enrollment campaigns

Source: https://www.id4africa.com/2016 ffiles/Digital_Identity The Essential_Guide.pdf



of Digital Identity in Mozambique

eoretical analysis framework of the Legal Framework for development

System

Supporters / Enablers

Foundational
- National ID
- Civil registration

- Population
register, etc.

Functional
- Voter registry

- Social assistance
registries

- Taxpayer registry
- Passport

- Driver's license

- Land registry

- Property registry,
etc.

- Ministry of Interior

- Ministry of Justice, Constitutional
and Religious Affairs

-Regulators / oversight body

- Ministry of Communications and
Digital Transformation

- Ministry of Finance

- Attorney General's Office of the
Republic of Mozambique

- Civil society

- Donors and other development

partners, etc.

Set of laws _

1. Law No. 3/2017, of January 9, Electronic Transactions Law;

2. Law No. 12/2018 of 4 December, Law on the Revision of the
Civil Registry Code;

3. Law No. 6/2022, Legal Regime for Civil Identification and the
National Citizen Identity Card ;

4. Decree No.59/2019, of 3 July, Regulation of the Digital
Certification System of Mozambique;

5. Decree No. 44/2010, 2 November, defines procedures for the
creation and use of the Unique Citizen Identification Number
(NUIC) and the attributions of the institutions involved.

6. Decree No. 67/2017, of 1 December , Regulation of the

Interoperability Framework for Electronic Government

Systems;

Source adapted from:

2. httns //www cambrldge ora/core/lournals/data and pollcv/artlcle/an assessment of the- Ieaal and reEuIatorv framework suonortlna
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2. Theoretical analysis framework of the Legal Framework for development

of Digital Identity in Mozambique (cont.)

Set of laws IN PREPARATION

Data Protection Law;

Cybercrime Act;
Cybersecurity Law;

Data Governance

National Al Strategy
National Digital

Transformation Strategyc

System Providers Supporters / Enablers
Non- Example - Regulators / oversight body 1.
Governmental - Banks -Ministry of Communications and Digital 2.
(Transactional) Transformation 3
- Mobile operators o _ ‘
- Financial sector | | -Ministry of Finance A
IDs - Credit agencies - Ministry of the Interior
Framework;
- Donors and - Ministry of Justice, Constitutional and
- SIM card 5.
International Religious Affairs
registry 6.
Organizations - Attorney General's Office of the
- Credit registry Republic of Mozambique
7.

- Owner program

registries, etc.

- Civil society
- Donors and other development

partners, etc.

Digital Government Strategy;

Source adapted from:
1.

2.
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2. Theoretical analysis framework of the Legal Framework for development

of Digital Identity in Mozambique

2.1 Digital Transformation Framework
urrent Market Landscape

The Digital Transformation Assessment is based on a familiar Framework

Inclusive Digital Services

s g
Digital Digital
Business Government

m Equitable Digital Access - Internet for All (IFA)

( -4 e _) - _- Policy, Legal, Regulatory and Institucional

* The
Framework
Is used to
assess the
current
Landscape

Q Digital Government Systems Interoperability
Framework;

QO  Digital ID and Mobile ID Platforms;

Q Citizen Portal/Digital Services Portal;

Q Mozambique Digital Certification System (
Authentication, Authorization and Digital
Signatures );

O  Digital Payment Gateway

Q Internet for All (Internet access and Inclusion );

Q Digital Services : Education, Health,
Agriculture , Tourism , Climate Change,
Natural Resources, Public Administration , etc

Q Financial Services ;

| |DAAFRICA




3. Digital Identity

Digital Identity

Formal Functional
Identity Identity

3.1.Application

HEALTHCARE

Actess insurance, reatmant, monitored
health devices and wearables

SMART CITIES FINANCIAL SERVICES
Monitor devices and senscrs that tramsmit Open bank accounts end carry out
data; energy usage, traffic, and more ondine financial trensactions

DIGITAL
IDENTITY

ENTITIES PEOPLE

TELECOMMUMNICATIONS
Service providars will monslor davices
and data on the network

FOOD AND SUSTAINABILITY
Farmers and consumars venfy
provenance of product, traceability
in supply chains

Driving
License

Passport

DEVICES THINGS

E-GOVERNMENT TRAVEL AND MOBILITY
Citizans filke laxes, vola, collect banalits Book trips, go thaough border
LaWYe rs conirol between regions and countries
Card
SOCIAL PLATFORMS HUMANITARIAN REFONSE
Social interactions wia third party Access ssrvices, to show qualfications
sernices that rety on logins to work in foreign country
E-COMMERCE
Shopping, business transactions
and paymenta
SOURCE: THE DAVOS AGENDA 2021

How digital identity can improve lives in a post-COVID-19 world. Jan 14,2021



https://www.weforum.org/agenda/archive/davosagenda2021

of the Mozambique Digital Certification System

4. Use case of application of the Legal Framework for the Development of Digital Identity

4.1 .Trust Structure

Legislation :

* LTE-3/2017, of 9
January

Regulation :

* Decree No.
59/2019, of
3 July

1 Interoperability Regulation
[ Civil Identification Law
(] Data Protection Law

Steering Committee

_ " Tisdnique " —
I.. . =Committee. - .I

AC _ State Root/AC Root MZ

Technologies

Hierarchical Chain
of Certification

+

Public

( Public and Private )

Technical Standards
Internationally
Recognized, to be
indicated by the ICT
Regulator.

EC1 (Public) EC1 (Private)
|
|
EC2 EC2 EC2 EC2
Holders Holders Holders Holders




5. Next steps

Public Key Infrastructures (PKI)

Services :
Authentication
Certification

|dentity

Birth certificate
BI ( Identity Card )
Passports

Citizen Portal/Services Portal

Access to online services

Information and
transactions

Data exchange
between systems
Service integration

Other identity
documents

Access to multiple
services

Authorization
Subscriptions
Electronics

Interoperability with other
systems

O B = hupsy/assinadoravancado.gov.mz b/ ]

Bem-vindo ao Assinatura Digital Avangado do INTIC!
Deseia assing: ou werficar BOCUMENos digtais alraveés e uma Infrasstrutura de Chaves-Pitlicas?
UtiF22 £65¢ D5SIN300 DA £XDMENTDI £OM O beneficios 0 cerificasde dygital

2

EMPRESAS

MOCAMBIQUE

Portal de Servicos

NUIT | 8.1 | Passoporte Resglsto de Empresa

Certidao de Nascimento Licenciamento

1 1

Plataforma de Interoperabilidade

Como utilizar =

Como verificar um documento assinado

BILHETE DE IDENTIDADE ™ s = = -
N": 1101000066008 Sistemas da Administra¢do Puablica
MARIA #RANC!SCA ESPECIME SPECIMEN
ey ;
me w0 | (D D D D 0D G
e Faver g
Nome da Mae | 3

ol
Localdo Reaidéncia | Addross: P
1234 ALDEIA Apsinatura 6o Trular/

33 CENTRO
MAPUTO, MOCAMBIQUE W
s %

WEB APl MODULOS
REPUBLICA DE MOCAMBIQUE F |

Como assinar digitalmente

Quer mals detalhes?

Sources: DNIC, INAGE, MJACR

IDAAFRICA



6. International Dimension of Cyberspace and Digital Identity Ecosystem

Mozambique’s alignment with international standards is essential to promote security and credibility in the

digital ecosystem.

6.1 International References for Regulatory Harmonization
COUNCIL OF ELUROPE

" - i .I-
& & g -r
CONSEIL DE I'EUROPE \\|GTII_IDI'/

~» Budapest Convention:

Ongoing work towards
accession (GLACY-E
Project);

e Malabo Convention:
Mozambique ratified;

e United Nations Convention
against Cybercrime:

Ongoing work towards
ratification ;

o Collaboration with CPLP

countries;

| ® African Union Framework on Data

Governance: Ongoing work under

the African Union Technical
Assistance through a specific
project;

e "Data Governance Framework, Data

Protection, Human Rights, Privacy,

Cybersecurity and Cybercrime"
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7. Conclusion : Impact and Benefits Perspectives Expected

Creation of the
basis for digital
integration and
regulation
within the
African Union
Free Market

Contributions to
digital
development
and
cybersecurity.

Potential for
growth of the
digital market
and promotion
of the digital
economy.
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