TOGO’S APPROACH TO INTER-
ADMINISTRATION DATA EXCHANGE

07/04/2025



Context & Motivation

Breaking Silos to Build a Coherent Digital Government 1

Strategic Need National Response (2023 - 2026)

Challenge

» Fragmented information systems » Enable secure, real-time data » 2023: Launch of the e-ID program,
across public institutions. exchange between institutions. assigning a unique biometric identifier to
each resident (citizens and non-citizens),
» Citizens often required to repeat » Improve public service efficiency under the leadership of the National
the same process and provide and user experience. Identity Agency.
identical information to different
administrations. » Protect sensitive data, especially 2024: Design and rollout of the RSIA
identity information. (Réseau Sécurisé Inter Administration) to

provide a secure, federated infrastructure
for inter-institutional data exchange.

2025: Development and initial integration
of the Social Registry of Individuals and
Households (RSPM), using the e-ID as the
unique key to link socio-economic data
across institutions.

2026: Planned full-scale operationalization of
the RSPM and implementation of consent
governance tools for citizen-controlled data
access.
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Architecture & Governance of RSIA

RSIA - Architecture, Management and Institutional Ownership 2

Service Consumer Service Provider

«—— FEndtoendTrust— 3

Information systems (corners 1and 4) do not
exchange messages directly with each other
but via Security Servers (corners 2 and 3)
that, in any given exchange, play the
consumer or provider role. Comners 2 and 3
provide standardised data exchange between
the information systems.

Architecture Overview

» Federated model : Each institution maintains its own data
and exposes services via a local security server.

» Communication is handled using standardized protocols with
full authentication, logging, and traceability.

» Aregistry of services is maintained for secure discovery and
controlled access.

Governance

» Technical management : Agence

Togo Digital (ATD) oversees

infrastructure and integration.

Legal oversight: Instance de
Protection des Données a
Caractere Personnel (IPDCP)
ensures complicance with
national data protection laws
and arbitrates data-related
disputes.

Strategic coordination: Led by
national steering committe
composed of key institutions.

Pilot Institutions (Top 4)

Office Togolais des
Recettes (OTR) - To shares
tax and identity data for
verification

Caisse Nationale de
Sécurité Sociale (CNSS) - To
Provides social security
data for benefit eligibility

Institut National de
I’Assurance Maladie
(INAM) - To Supply health
insurance data

Ministere de la Justice et
de la Législation (MJL) - To
Give access to civil and
legal identity records



Solution Implemented

RSIA - Structuring Interoperability through the RSIA 3

Implementation Milestones Strategic Role

Objective Capabilities

» Create a scalable, » Allow each administration » RSIA pilote phase: > RSIA connects

secure and
governed exchange
network to unify
service delivery.

to:

X/

%+ Retain control over its
data,

¢ Expose digital services

securely,

+* Share data in a
traceable and
governed way.

launched in Q4 2024 with
15 public institutions
connected.

Registry of exposed
services to be operational
by Q3 2025.

Full inter-agency access
management planned for
late 2025

foundational systems like
e-ID and the future RSPM.

Enables structured,
traceable and secure data
flows to drive service
integration.



Expected Results

Enhancing Social Impact and Administrative Efficiency 4

Data Coherence

» Harmonize and
consolidate core
identity and socio-
economic data.

Reduce errors and
duplication across
systems.

Citizen Benefits

» Avoid redundant data

requests from citizens.

» Allow public services to

retrieve verified
information directly from
source systems, with user
consent.

Reduce paperwork, travel,
and processing delays.

Social Impact

> Enable the establishment

of the RSPM, which will :

O/

%+ Identify and register
individuals and
households in a
standardized way,

X/
L X4

Support the targeting
of social programs
based on reliable, up-
to-date data,

4

%* Prevent overlaps and
omissions in
beneficiary lists.

L)

Institutional Impact

» Strengthen coordination

among key institutions
(e.g., social protection,
education, health,
finance).

Improve transparency and
data governance in public
service delivery.



Why Not Point-to-Point ?

Choosing Structure and Sovereignty over Complexity

Limitations of Point-to-Point Benefits of RSIA (Federated Strategic Fit
Architecture Model)
» Single exposure of services by » A future-proof architecture that
» Complex and unscalable: each new each institution. can scale with national needs.
connection requires custom
development. » Standardized access and

» Foundation for trust-based data

monitoring of all transactions. slhanes, indliding whilh prveis

» Lack of centralized governance or

auditability. » Sovereignty preserved : data stays sector actors under regulation.
where it is created and only moves
» Inconsistent security and access with authorization.
control.

» Built-in traceability, security, and
interoperability.



Vision & Next Steps

From Digital Identity to Inclusive Public Services

Short-Term Objectives

» Complete the pilot
phase (Q2 2025) and
progressively scale
RSIA to 25+
institutions by the end
of 2025.

Launch RSPM by
integrating data from
validated sources via
the e-ID in Q1 2026.

Empowering Citizens

Deploy a national consent
framework.

Allow citizens to view and
control who accesses their
data, and for what
purpose, through a
personal dashboard (Q2-
Q3 2026).

Ecosystem Expansion

Gradually open RSIA to
regulated private actors
(e.g. telecom providers,
banks, insurers) by Q4
2026.

Encourage cross-sector
collaboration for inclusive,
innovative digital services.

6

Long-Term Vision

» Build a resilient, data-

driven public service
infrastructure.

Ensure that identity
becomes a gateway to
rights, not a barrier.

Foster a socially inclusive
digital state, where
transparency, fairness,
and efficiency guide public
resource distribution.



Consent & Legal Framework

Empowering Citizens Through Consent and Data Protection /

Legal Framework

> RSIA aligned with Togo’s Data
Protection Law

» Consent is legally required for
personal data sharing.

Consent Framework

> Citizens to control who accesses
thir data, when, and, for what
purpose.

» Full traceability of access via audit
logs.

Tools & Mechanisms
(in development)

Personal data dashboard for
citizens (Q4 2026).

APIl-based consent validation
integrated in RSIA.

Ongoing cnsultation with the
national Data Protection AUthority

(IPDCP).
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