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STANDARDIZED INTEROPERABLE FACES ON 2D BAR CODES
RECOGNITION ACCURACY OF VDS-STORED FACES
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▪ ISO/IEC 18004:2024   QR code
▪ ISO/IEC 16022:2024   Data Matrix
▪ ISO/IEC 24778:2024   Aztec code
▪ ISO/IEC 15438:2015   PDF417
▪ ISO/IEC 16023:2000   Maxicode

https://www.iso.org/standard/83389.html
https://www.iso.org/standard/83389.html
https://www.iso.org/standard/80926.html
https://www.iso.org/standard/80926.html
https://www.iso.org/standard/82441.html
https://www.iso.org/standard/82441.html
https://www.iso.org/standard/65502.html
https://www.iso.org/standard/65502.html
https://www.iso.org/standard/29835.html
https://www.iso.org/standard/29835.html
https://www.iso.org/standard/29835.html
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STANDARDIZED vs. PROPRIETARY PAYLOADS

01001111
01101010
01010100
10101010
10101010
0001 …

01001111
01101010
01010100
10101010
10101010
0001 ….

I: STANDARD IMAGE 
ENCODER e.g. JPEG

J: STANDARD IMAGE 
DECODER e.g. JPEG

A: CROP, RESIZE, 
COMPRESS

Q: STANDARD QR EN- and DE-CODER

01101010
01010100
10101010
10101010
00011111
1010 …

01101010
01010100
10101010
10101010
00011111
1010 ….

U: PROPRIETARY FACE IMAGE ENCODER V: PROPRIETARY FACE IMAGE DECODER

01101010
01010100
10101010
10101010
00011111
1010 …

Q: STANDARD QR EN- and DE-CODER

X: PROPRIETARY 
TEMPLATE ENCODER

MATCHING
THERE IS 

NO 
IMAGE!
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PREPARING FACES FOR VDS CODES

ORIGINAL DETECTED FACE REGION OF INTEREST

CROPPED RESIZED COMPRESSED
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FACTORS IN PREPARING COMPACT FACE IMAGES

▪ Crop margin:  {0%, 10%, 20% … }

▪ Fix in-plane rotation: {Yes, No}

▪ Anti-alias prefilter: {LPF, Blur kernel … }
▪ Resizing method: {Bicubic, Lanczos, …}
▪ Target width:  {64, 80, 96, 128 … }

▪ Color:   {24 bit, Luminance-only, …}

▪ Compressor:  {JPEG, JPEG-LI, JPEG-2000, WEBP, HEIC, AVIF, … }
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TARGET FILE SIZE:
960 BYTES

HEIC: 64x70, 908 bytes

ORIG: 1205x1326
509697 bytes

WEBP: 64x70, 938 bytes

JPG-LI: 64x70, 955 bytesJPG: 64x70, 954 bytes 

AVIF: 64x70, 919 bytes

Factors:
▪ Effect on FR accuracy
▪ Effect on human 

reviewer perception

▪ Decoder availability
▪ IP / License / Cost
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WHICH COMPRESSOR

ISO/IEC 10918 JPEG
▪ Universally supported
▪ Poor fidelity
▪ Used in many passports, 

allowed by ISO/IEC 39794-
5:2019 and ICAO 9303

ISO/IEC 15444 JPEG 2000
▪ Widely supported
▪ Better fidelity
▪ Used in some passports, 

allowed by ISO/IEC 39794-
5:2019 and ICAO 9303

ISO/IEC 23008-12 HEIC
▪ Limited browser support: Safari
▪ High fidelity
▪ Not used in MRTDs.  Used by 

iPhone + some Android 
phones.

▪ For a given target file size, newer compressors preserve more face image detail

ISO/IEC 18181 JPEG-XL
▪ Prior research on compact 

faces.
▪ Limited browser support

IETF RFC 9649 2024-11-12
WEBP Image Format
▪ New standardization
▪ High fidelity
▪ Common internet use, browser 

support
▪ Open-source, royalty free

ISO/IEC 23000-22 AVIF (AV1)
▪ HEIF file format
▪ High fidelity
▪ Open, royalty-free
▪ Common browser support

https://arxiv.org/abs/2302.12593
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HOW ACCURATE IS AUTOMATED FR?

FOUR FR 
ENGINES

1% 3% 10% 30% 100%

JPEG-LI

WEBP

JPG

AVIF

HEIC

FIVE IMAGE 
COMPRESSORS

From compression of N=465352 mugshots, and comparison with the 
M=1251122 unadjusted mugshots used in NIST FRTE.

Low false reject 
rates (FRR) 

correspond to high 
authentication 

accuracy 

FIVE TARGET SIZES
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WHICH COMPRESSOR: HUMAN VIEWPOINT
SIZE: 960 BYTES
WIDTH: 96 PIXELS

HEIC WEBP AVIFORIGINAL PHOTO JPG
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ENCODE LARGER WIDTH, HEIGHT?

ONE FR ENGINEONE COMPRESSOR

W=160

W=64

W=128

W=80

W=96

RECOMMENDATION (SO FAR):

▪ Size:  960 bytes
▪ Width: 96 pixels
▪ Compressor: WEBP
▪ FR algorithm: Recent
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CONCLUSIONS

COMPACT FACES

» Entirely standardized process

» High face recognition accuracy with images of 
960 bytes
• Significant accuracy declines at 800 bytes or smaller

» Compressors
• WEBP + HEIC + AVIF give high accuracy

• JPEG and JPEG-LI are not viable

• WEBP is open-source and royalty free

» Image width and height are important
• Width of 96 pixels is a good tradeoff

» But: human reviewer accuracy is expected to be 
reduced by compression loss

» Image must be trusted, as attack detection 
impossible after compression.

NIST Activity

» NIST special publication is coming soon
• How to make compact images

• Standards-based

» NIST will run a benchmark FRTE Compact Q3 2025
• Can developer make face images substantially smaller 

using proprietary methods

WEBP,  960 BYTES,  WIDTH 96 PX
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THANK YOU

PATRICK.GROTHER@NIST.GOV

Patrick
Grother

(not)
Mei Ngan

Kayee Hanaoka
(+ Mei Ngan)

Austin
Hom

Joyce
Yang

Jim
Matey
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