Enabling High-Trust
Digital Transactions

E-signature, PKI, and
Consent Management

ID4Africa AGM
May 23, 2025

@)WORLDBANKGROUP :Ii!i| DPI



Workshop
Facilitators

Nay Constantine Tunde Fafunwa Christopher Tullis
Digital Specialist, World Bank Digital Advisor, World Bank Senior Digital Specialist, World Bank

@)WORLDBANKGROUP :Ii!i| DPI



Fundamental Concepts [20 min]
Part I: A Chris Tullis (WB)

A Nay Constantine (WB)

E-Signatures
& PKI

8:45-11:45 am

Demystifying 6 myths about e-
Signatures and PKI [90 min]

Aristide Adjinacour (ANIP - Benin)
Adam Cooper (WB)

Tunde Fafunwa (WB)

Chris Tullis (WB)

Solomon Richarson (NITA - Ghana)
Carrie Peter (Impression signatures)
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Coffee Break [30 min]

Quick Recap of Part 1 [10 min]

A Nay Constantine (WB)
A Chris Tullis (WB)




Part |l:

Enabling
Trust by
Empowering
Users
11:45 am -1:30 pm

Fundamental Concepts [15 min]

A Chris Tullis (WB)
A Nay Constantine (WB)

India's DEPA Framework [15 min]
A Lina Hadboun (CDPI)

Panel on Empowering users and
Consent Management [45min]

A Moderated by: Tunde Fafunwa (WB)
A Yann Bouan (IDAKTO)

A Sena Apeke (University of Lomé)

A Chinenye Chizea (Nigeria ID4D)

Q&A & Closing Remarks [15 min.]



But first,



Meet Aisha

Aisha relocates with her young
daughter Amina from Digitopia to
begin a new job in Analogia.

With a new job, no local support
network, and a child to care for,
doing things remotely isn’t a luxury
for her—it’s essential.




Upon Arrival to Analogia

Aisha needs to open a bank The bank requires an in-person visit to verify
account online her identity

She tries enrolling Amina in

school and transferring medical The school insists on paper forms or in-person

consent.
records
She finds an apartment online Landlord rejects e-signature, wants
and is ready to sign a lease notarized docs or in-person

The client claims a clause was different.
There's no way to prove which version was
final.

Aisha signs a freelance work
contract online




What's the Common Thread?

How can | know
you are indeed
who you claim to
be?

How can | believe
this is indeed you
signhature?

How can | be sure
you did not alter
this contract
before signing it?

Will the courts
even recognize
this?




The Trust Deficit

Why would | trust something
| have never seen before?



Bridging the Trust Deficit:

The Role of E-signature & Public Key
Infrastructure



Fundamental Concepts
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Christopher Tullis Nay Constantine
Senior Digital Specialist, World Bank Digital Specialist, World Bank
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e-Signatures




Types of signatures upheld in courts

\ j C.T.

Typewritten name Rubber Handwritten
on an email stamp names &
initials

Oral agreement




Signatures: Functional view

Who? Why?

ES

Name of Did that person Intent to
the signer really sign? be bound

Trust requires...

Signed content ... evidence of...

... to assure...
|dentification Attribution Endorsement Integrity



| evels of assurance

High

Required assurance

Low Transaction risk / value High




Different transactions, different risks

Government procurement
S100 million

Real estate
S1 million

Payroll
$10,000

P2P payment
S10

Increasing size of user base



Digital and electronic signatures

PIN code

High-assurance
electronic

D lg l tal signatures
signatures
(PKI)




Digital and electronic signatures

Domain

Technology Definition

Electronic Signature  Law Technology Legal construct enabling digital
neutral transactions to be legally valid
Digital Signature Technology Technology A technology that assures the

specific (PKI) integrity of data




Going back to Aisha:



Cross-Border: When Trust Doesn’t Travel

Back I n Digitopia, Al
every door.

In Analogia?

~Sorry, we don®t recog

A 4

She must resign, reverify, reapply for
everything.




' Cross-Border Trust



Prerequisites for trust

Recognition of electronic signatures in law

Levels of assurance defined in law

Governance framework for trust services




Extending trust across borders

K i 4 @

Recognition of electronic signatures in law

Levels of assurance defined in law

Governance framework for trust services




ICAO - A Model for Cross-Border Trust

';I’“ Trust Framework ICAO Public Key Directory (PKD)
l,,

Technical
.“ ‘ .“ ST ICAO Doc 9303 (MRTD)

N\
N\ Legal Foundation Chicago Convention (1994)
Jdlb

If this works for global travel i Why not for digital ID, e-signatures and trust services?




Mutual Recognition Instruments

UNCITRAL Model Law on
the Use and Cross-border
Recognition of Identity
Management and Trust Services

=

nited Nations
NCITRAL

Model Law of Electronic Signatures




UNCITRAL Model Laws: Building Legal

Trust Across Borders
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Which ones are true?

Implementing electronic signatures always requires setting up a Public Key
Infrastructure (PKI).
\

The most secure and complex type of electronic signature should always be
the default choice for all use cases.

Electronic signatures are mainly useful for high-income countries and are not
particularly relevant for lower-income economies.

x]
x]

[

If a country wants to implement a national PKI, the government must directly
build and manage the entire infrastructure itself.




Common myths

"Electronic signatures are not
relevant in low digital
maturity context”
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1. Low digital maturity environments

—

Limited digital
infrastructure and
internet access

%
=)

Insufficient legal and
regulatory framework

Manual processes

(3%

=

Lack of trust in digital
services

~p

Limited use of digital
services

Low digital literacy

31




2. User Profiles

A Public administration and businesses with less digitalized or
mostly manual processes

A Citizens/individuals with little or no digital literacy.

A Traders, civil servants or rural populations without regular
access to digital services.

32




3. Challenges associated with manual document signing procedures

6

Security

Handwritten signatures are vulnerable
to falsification/forgery.

4

High Costs

Printing, transportation, storage,
archiving and human costs.

Slow processes and
administrative burden
Printing and moving to have
signature in person results in

significant delays.

4 T~
. oY o)
— e . -
111

UX

Difficulty in accessing
services for  remote
populations

33



4. Debunking the myth and uses cases

Yes, electronic signatures are not only relevant in environments with
low digital maturity. They are transformative !

In public administration or businesses with fewer automated services, electronic

signatures can be applied in native applications to sign documents in MS Word,
Acrobat (PDF), e-mail, etc...

Letters
A Contracts

Mission orders o .
A Official or business documents

* Minutes of meetings o .
A Civil documents and certificates
* Leave

» Contracts

34




5. Benefits/Impacts of electronic signature in environments with low

digital maturity

-

\¢

Builds confidence

Legally recognized electronic signatures Administrative Efficiency .
can build trust and create a foundation Reduces paperwork, manual processing
for broader digital initiatives. of documents and accelerates approvals

~

~/

in administration or companies.

-

.

~

/

Cost reduction

Reduces costs for printing,

transporting and storing documents. Less time, less printing and less travel.

Time reduction

Best experience
Easy access to services, better
experience for your customers and
employees.

Remote transactions
Can enable zero printing and zero
travel, which is crucial in rural or

underdeveloped areas.
35




6. Conclusion

A Electronic signatures are a lever for governance and the digital economy, not a
luxury. They are essential enablers of trust, efficiency, and inclusion,
especially in the context of identity and civil registration.

A It can be adaptable to any environment with low and high digital maturity

A The adoption of electronic signatures can transform public services (e-
government),

A It can facilitate administrative procedures,
A It can foster e-commerce and build confidence in digital transactions.
A

It plays a key role in areas such as dematerialization of public procurement,
digital identity, banking services and contractual relationships between
citizens and businesses.

Electronic signatures can be a powerful driver of digital maturity

36
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Common myths

- The highest -assurance
electronic signature Is always
best °




Speaker

Adam Cooper

Digital Identity Expert,
World Bank (ID4D)
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Common belief: Use the strongest signature for
everything

Challenging

Reality: Higtassurance = high cost, complexity, and
access barriers

the Myth

Key idea: The type ofggnature must match the
transaction risk




Proportionality in Practice

Overengineering Tailored approaché
reduces usability encourage wider
and excludes use adoption

E-signature types
by risk level:

SES Simple, for
low-risk (e.qg.,
clicking "Agree")

AdES Advanced,
mediumrisk (e.g.,
tax filings)

QES Qualified,
highrisk (e.g., real
estate contracts)




EIDAS e-signatures

Use cases by assurance/level: —

ASES - Acceptable for low- /
value user consent or account

creation -

000

AAdES - Used for

medium-value services

authenticated filings or \

AQES - Enabled for regulated
industries or notarized
transactions



Ukraine: Diia Signature

o1 (o)) 03
The client selects one or more The client verifies their identity The document is sighed
documents and chooses the through photo verification and
Diia.Signature option on the enters a five-digit code for
company's website or app Diia.Signature

10:30 il S - 10:30 - il = - 10:30 - il -
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| essons

Proportionality ensures securandusability

mw  Dor®default to QESchoose what fits

Especially important in LMICs or loonnectivity environments

Good design supports both trust and access




Common myths

e-Signatures aren’t valid
across borders”
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Public Key
Infrastructure (PKI)
Deep Dive
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Public key cryptography

signer \
cryptographic link
\’ ____________ s\ \

private key publ c key

verifier



Keeping private keys secret

Why public key Ensuring public keys correspond
infrastructure? to signers

Revoking compromised key pairs




Public key cryptography A infrastructure

ARigorous lifecycle key
management
processes

ASecure signing devices

ACybersecurity
measures

4s\

Ensuring public

keys correspond
to signers

ARigorous identity
verification
procedures

ATrusted public key
directory

AN
Revoking
compromised

key pairs
A Certificate revocation
lists

ARegularly refreshing
key material



PRI Operations

Root CA
maintains Al publishes - — 1!
CRL l issues CP/CPS

I verifies public key ﬁ CA assesses

1 issues
Verifier Su . bod
pervisory body
verifies signature
verifies
signs
Document

User



Public key infrastructure

O~0
®)
XN

People Process Technology
(Organization) (Standards)

Public key cryptography &
% 4

{




Trusted PKI governance: EU case study

Governance dimension

Level

Case study: France

Law

Standards & Guidance

Supervisor

Accreditor

Auditor

Certification Authority

Certificate

@ EU Digital Identity Framework: EU Regulation (Law)

EU ETSI: European Telecommunications Standards Institute

ANSSI: National Agency for the Security of Information Systems

COFRAC: French Accreditation Committee

O Private sector (3 providers)

France Public and private sectors (30 trust service providers)

Citizens




Digital signatures: Functional view

Trust requires...

Intent to
e bound

Did that pers
really sign?

Signed content ... evidence of...

... to assure...

Identification Attribution Endorsement

Integrity






Keys .. to the castle?




PRI Operations
=
CRL CP / CPS




PRI Operations

Root CA
=3

A
A

T N



PRI Operations




PRI Operations

Root CA

CRL ‘m / CPS




PRI Operations

Root CA

RL ‘m / CPS




PRI Operations
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Multiple Roots
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Hybrid PKI Ecosystem
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Common myths

- PKl is just a technology °
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What is Trust?

Certainty, safety and the ability to operate across
geographies to unlock economic opportunities

MOHAMAD ITKI

nagement of CITY CERAMICA GHANA
wishes to bring to the attention of the general

ac that; MOHAMAD ITKI who was our employee
-our Spintex Road Shop, Accra, as at 18th July 2022 is

no longer in our employment and the public ;
b i
notified not to enga P

ge him on any business whatsoever
ramiC2 (:I'\nhn ) P |
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PKI



What makes up PKI?

Regulation & Governing
Bodies

(SAAA)

Standards Conformance Bodies
(NIST, ETSI, ISO, RFC, e (CAB, WebTrust, ISO, etc

Legislation
(ECTA, EIDAS, etc)

Architecture,
Implementation & Relying Parties

Infrastructure memmd  (CAB, Governments, Bank
(PKI, Root Stores, Browse Healthcare, etc)
ect)

Industry Bodies

(CSC, PKI Forums, )
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i [ Sign documents Signature \ \
EU eIDAS Portal (SCA)

| [ Sign transactions
PKI Forum Providers \ \
CLOUD
| SIGNATURE | ]
CONSORTIUM
US Digital Act [ Seal documents

Japan Remote Signing
[ ] Engines (SSA)
\ = Time stamp
South Africa \ Identlty
[ verlﬁcatlon
\ Sign Attestations

Identlty




Digital
ldentity in 5
steps

Patients, customers
and employees don’t
have to feel the
complexity of identity
certainty

Welcome,

to sign this

securely we
need to verify
you!

be
L

The
information in
this
agreement is
private!

Here's your

Do we have agreement,

your consent? please keep
this safe!

We need to
make sure it’s
really you!

Patients, customers & employees are more likely to grant consent for
intrusive biometric verification as part of the onboarding process

impression



Delivery Acceptance

Supplier Receives Order Delivered to Client Receives Delivery
Order Client Note via USSD

Lol i1

.

88

=
Complete Delivery Signed Document Linked Requests
Returned Displayed
,' — ™

'erty displayed in this presentation is the confidential property of ImpressioneSigna



USSD CI Consent

Employee Consent SMS Received with Dial Shortcode
to Checks Shortcode from SMS

Session Reverse
Billed to Supplier

= .

Criminal Checks Signed Document Linked Requests
Initiated with Returned Displayed

All the information and intellectual property displayed in this presentation is the confi



All the information and intellectual property displayed in this presentation is the confi



