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How can I know 
you are indeed 

who you claim to 
be?

How can I believe 
this is indeed your 

signature?

How can I be sure 
you did not alter 

this contract 
before signing it?

Will the courts 
even recognize 

this?
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Term Domain Technology Definition

Electronic Signature Law Technology 
neutral

Legal construct enabling digital 
transactions to be legally valid

Digital Signature Technology Technology 
specific (PKI)

A technology that assures the 
integrity of data





She must re-sign, re-verify, re-apply³for 
everything.

In Analogia?

¯Sorry, we don®t recognize that certificate.°

Back in Digitopia, Aisha®s digital signature opened 
every door.

Cross-border 
recognition 

would allow her 
to carry digital 

trust like a 
passport.









If this works for global travel ïWhy not for digital ID, e-signatures and trust services? 

Global mutual e-

passport trust via 

layered standards

ICAO Doc 9303 (MRTD)

ICAO Public Key Directory (PKD)

Chicago Convention (1994) 

Technical 

Standard

Trust Framework

Legal Foundation
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UNCITRAL Models Adopted



Technical Guidance

id4d.worldbank.org

Trust Services 

Knowledge



Implementing electronic signatures always requires setting up a Public Key 
Infrastructure (PKI). 

The most secure and complex type of electronic signature should always be 
the default choice for all use cases. 

Electronic signatures are mainly useful for high-income countries and are not 
particularly relevant for lower-income economies. 

If a country wants to implement a national PKI, the government must directly 
build and manage the entire infrastructure itself. 
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T̄he highest -assurance 

electronic signature is always 

best°
#2
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Common belief: Use the strongest signature for 
everything

Reality: High-assurance = high cost, complexity, and 
access barriers

Key idea: The type of e-signature must match the 
transaction risk



E-signature types 
by risk level:

SES: Simple, for 
low-risk (e.g., 

clicking "Agree")

AdES: Advanced, 
medium-risk (e.g., 

tax filings)

QES: Qualified, 
high-risk (e.g., real 
estate contracts)

Overengineering 
reduces usability 

and excludes users

Tailored approaches 
encourage wider 

adoption
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Proportionality ensures security andusability

Don®t default to QES³choose what fits

Especially important in LMICs or low-connectivity environments

Good design supports both trust and access
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P̄KI is just a technology °#4









Legislation

(ECTA, EIDAS, etc)

Regulation & Governing 
Bodies 

(SAAA)

Standards 

(NIST, ETSI, ISO, RFC, etc)

Conformance Bodies 

(CAB, WebTrust, ISO, etc)

Independent Assurance 
(Auditors, Assessors, etc)

Industry Bodies 

(CSC, PKI Forums, )

Architecture, 
Implementation & 

Infrastructure 

(PKI, Root Stores, Browsers, 
ect)

Relying Parties

(CAB, Governments, Banks, 
Healthcare, etc)
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